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Abstract—Radio Frequency Identification (RFID) devices are
widely used in many domains such as tracking, marking and
management of goods, smart houses (IoT), supply chains, etc.
However, there is a big number of challenges which must still
be overcome to ensure RFID security and privacy. In addition,
due to the low cost and low consumption power of UHF RFID
tags, communications between tags and readers are not robust.
In this paper, we present our approach to evaluate at the same
time the security and the safety of UHF RFID systems in order to
improve them. First, this approach allows validating UHF RFID
systems by simulation of the system behavior in presence of faults
in a real environment. Secondly, evaluating the system robustness
and the security of the used protocols, this approach will enable
us to propose the development of new more reliable and secure
protocols. Finally, it leads us to develop and validate new low
cost and secure tag hardware architectures.

Keywords—UHF RFID, Robustness, Security, Safety, Authenti-
cation protocols, NS2, FPGA prototyping

I. INTRODUCTION

RFID can remotely identify objects without physical or
visual contact, simultaneously read multiple objects, and store
information in much larger quantities than those recorded in
the bar codes. UHF RFID, compared to HF RFID technology,
allows the improvement of the communication ranges (from
a few centimeters to few meters) and the improvement of
the communication throughput. These improvements involve
both security problems and safety ones. Indeed, because of
the wireless communication, the data in an UHF RFID tag
can easily be read or spied at a long distance. Consequently,
RFID is accused of violating people privacy and personal
data’s confidentiality. In addition, UHF RFID communications
are extremely sensitive to radio channel perturbations. These
disturbances can deny the services delivered by UHF RFID
systems. Finally, malfunctions of RFID tags may also generate
severe security breaches for attackers. Thus, strong authentica-
tion, ensuring that tag can only be accessed by readers that are
authorized (and reader by authorized tags), and fault tolerant
or robust RFID systems have become two critical needs.

Robustness is defined as the system reliability faces to
external faults (physical degradation of hardware, software
defects and communication errors). Our goal is to develop
safe and secure implementations of RFID systems enhancing
tag architectures and using ultra-lightweight authentication
protocols. Whereas previous works mainly focus on theoretical
aspect of security only (Data integrity, Privacy, Resistance to
tag tracking, user data confidentiality), we will also take into
account fault tolerance and many other integration constraints

such as inventory performance, low energy and low cost tag
architectures. As far as we know, such a problematic is not
discussed in the literature.

The remainder of this paper is structured as follows. The
Section II is a state of the art on the safety and security of
UHF RFID systems and of their main characteristics related
to the EPC global communication standard. In Section III,
we present our approach based on the use of the Network
Simulator 2 (NS2) and of the RFIM (RFID Fault Injection
and Monitoring emulation platform) to carry out our analysis
to evaluate RFID systems. Finally, the last section concludes
the paper by summarizing the main contributions of our future
work and its perspectives.

II. EPC C1 GEN2 UHF RFID SAFETY

The EPC global Class-1 Gen-2 standard (EPC C1 Gen2)
is a standard protocol which targets the UHF frequency range
(860 MHz to 960 MHz) for passive RFID tags. To enhance the
robustness of these EPC systems, developers can implement
robustness mechanisms at three levels: hardware architecture
level, communication protocol level and system level. First,
safety mechanisms can be implemented in hardware archi-
tecture level thanks to CRC (Cyclic Redundancy Check) and
ECC (Error Code Corrector). Secondly, at the communication
protocol level, handshaking protocol (based on request and
acknowledge signals), the replay of data or the use of timers
or counters are the mostly used mechanisms to improve the
system safety. Finally, at the system level, it is a recommended
practice to utilize on-line test based approaches [1] or on-
line monitoring performance approaches, such as Average
Tag Traffic Volume (ATTV) and Read Errors to Total Reads
(RETR).

III. OUR CONTRIBUTIONS

First, we propose to measure the impact of the implemen-
tation of the authentication protocols on the robustness and
on the performances of the RFID systems. Numerous ultra-
lightweight authentications protocols already exist in order
to provide strong authentication mechanisms within the low
cost limitations of UHF RFID systems. We will use the NS2
simulator to evaluate the system performances and to propose
robustness countermeasures. Then, we will implement these
countermeasures to validate them and to evaluate their cost in
the RFIM emulation platform [2].

To take into account the security aspects, the Common
Evaluation Methodology (CC) approach will be used to an-
alyze the system vulnerabilities. This analysis will help to
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predict system vulnerabilities depending on the application.
It’s important to note that the security solution depends on the
application. For example, for an application of identification of
products in a shop, the authentication protocol Gossamer++ [3]
can be chosen for many reasons. Gossamer++ provides user
data confidentiality, privacy and data integrity. Furthermore,
Gossamer++ is resistant against tag tracking, etc.
It’s also important to note that there is a strong relation
between security and robustness. The following simple ex-
ample illustrates this relation. A relay attack consists for an
attacker to add a communication channel to allow a reader
to communicate with a too far tag. The attacker cuts off
and handles communications between honest readers and tags.
Attacker simply relays messages between these two parties
without controlling them or even necessarily reading them.
The countermeasure for this attack consists in measuring the
response time of the tag (distance bounding protocol). If the
tag response is too late, then it means that the tag is too far
to the reader.
To break this countermeasure the attackers generally try to
guess the challenge response to decrease the response time
(required by the honest tag to reader communication). But,
this is difficult because the challenges sent by the reader are
random. However, when an acknowledge message (ack) is not
received, it is a common technique to repeat the message until
the ack reception. However, by repeating the same message
several times, the challenge of the authentication protocol is
no longer random, which helps the attacker in a relay attack. In
fact, the attacker will simply replay the previous tag response.
By replaying the good response very quickly, the attacker
breaks the distance bounding protocol countermeasure. In the
following subsection we present with more details the two
main phases of our future work.

A. Experiments on NS2 simulator

We propose to conduct the robustness evaluation with
the NS2 simulator. The NS2 simulator is a discrete event
simulator targeted at networking research. Between the appli-
cations available for network simulation, the Network Sim-
ulator NS2 is one of the most popular simulators in the
research community. Much of this popularity is for the reason
that the NS2 is free software which implements a rich set
of network protocols, including several kinds of wired and
wireless mechanisms. For this reason, we propose to study and
compare several authentication protocols in order to understand
the relations between security and robustness.

First, we propose to implement in the NS2 simulator an au-
thentication protocol within the EPC C1 Gen2 and to evaluate
the system performances. We will then compare the efficiency
of the implementations with and without this authentication
protocol. Secondly, we will propose to evaluate with NS2 the
performance of the authentication protocol in the presence of
transmission errors. The performances with the authentication
protocol should decrease (due to the additional exchanged
data for authentication), then we will propose robustness
mechanisms (briefly presented in section II) to improve the
system performance.
Finally, we will theoretically evaluate the security of this new
robust implementation and we will try to simulate several
attacks with NS2.

B. Experiments on RFIM Emulator

The implementation of robustness mechanisms and its
hardware verification are not easy tasks. For these purposes,
the RFIM platform has been proposed in [2]. This platform
allows validating specific tag countermeasures. This validation
is performed in a real environment by emulating fault effects
thanks to fault injection mechanisms. Additionally, RFIM
permits to observe all the impacts of these countermeasures
in the tag and in all its communication operations.
Thanks to this platform, it is now possible to validate secure
architectures experimentally and to analyze the faulty behavior
of RFID systems. Therefore, by studying the propagation
of a fault after its injection in a tag, we will be able to
study the weaknesses of the UHF RFID systems. Thus, our
contribution will be the validation with RFIM of a robust
and secure tag architecture (implementing EPC C1 Gen2 and
an authentication protocol). Secondly, we will evaluate the
performance of this tag in terms of time, power and surface.

IV. CONCLUSION

In this paper, an approach for studying conjointly the
security and the robustness of UHF RFID systems based on
the EPC global C1 Gen2 standard has been presented. This
analysis will be done using the CC approach to analyze the
security vulnerabilities. For example, we will evaluate the
dedicated countermeasures for robustness enhancement of the
authentication protocol implementations against fault attacks
and side channel attacks. We will perform a performance eval-
uation of the inventory with the authentication protocol thanks
to NS2. We will evaluate several authentication protocols in
the presence of faults and propose robustness solutions without
impacting security.
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