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Abstract—The Internet of Things (IoT) provides much con-
venient life for us, at the same time it has brought threats for
our privacy. In this context, secure and efficient cryptosystem is
required to which pseudorandom sequence plays an important
role. Especially, the distribution of bit patterns in the pseudoran-
dom sequence is one of important security aspects. This paper
especially focuses on the bit patterns and the distribution in an
NTU sequence. As a result of a lot of observation, an important
assumption about the distribution of bit patterns in an NTU
sequence is introduced. It will help to obtain the balanced NTU
sequence in order to enhance the security of cryptosystem on
IoT communications.

I. INTRODUCTION

The Internet of Things (IoT) is encroaching on every aspects
of our lives, at the same time, it has brought threats for our
privacy. The information security of IoT devices for secure
and efficient cryptosystem has become an inseparable part of
our daily life. In this context, various types of pseudorandom
sequences are used for almost all cryptosystem and it plays
important roles such as key generation and one-time pad. For
such security purposes, an evaluation for the randomness of
a pseudorandom sequence is required and it is evaluated by
the distribution and the linear complexity[1]. They are closely
related to the difficulty of calculating or predicting the next
bit. Especially, this paper focuses on the bit patterns in an
NTU sequence[2], [3] which linear complexity of length A
theoretically becomes A[3]. As a result of a lot of observation,
an important assumption about the distribution of bit patterns
in an NTU sequence is introduced.

II. PRELIMINARIES

This section introduces NTU sequence, and primitive poly-
nomial, trace function, power residue, mapping function and
period.

A. Primitive polynomial

Let f(z) be an irreducible polynomial of degree m over
prime field IF,. Let ¢ € Z be the smallest positive integer,
such that f(z) | (zt —1). If t = p™ — 1, then f(x) is called a
primitive polynomial over F),. In what follows, f(z) indicates
a primitive polynomial of degree m over IF,,. Let w be a root
of f(z) and w € Fpm, where Fpm is the extension field of
degree m. Every non-zero element in F,~ is represented as
whi=0,1,2,--- ,p™ — 2.
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B. Trace function

The trace function Tr (+) is defined as the sum of conjugates
as follows:

Tr (w) = Z WP (1)

For example, let us consider F72 with a modular polynomial
f(x) = 22 + 1. Let w be a zero of f(z) and {1,w} forms
a basis in F72. An arbitrary vector in 72 is represented with
the basis such as v =5+ 3w = (5,3) and the p-th power of
v is obtained as follows:

+ow)t = +ow) =0+ dw' =5+ 3(—1)"w
5+ 3w)P 54+3w)’ =5+4+3w =5+3(—1)3
= b5+ 4w.

Then, the trace of v is given as:
Tr (54 3w) = (5 +3w) + (5 + 4w) = 3.

As an important fact that the trace value always becomes
element in IF,, and the trace function is linear over IF,,.

Tr (aX +0Y) =aTr (X) + 0Tr (Y), (2)

where a,b € F, and X,Y € Fpm.

C. Power residue and power non residue

For an arbitrary element a € IF,, and a positive integer k > 1
such that k | (p—1), if @ has k-th root in F,, then a is called k-
th power residue (k-th PR). Otherwise, a is called k-th power
non residue (k-th PNR). Through this paper, k-th PR and k-th
PNR are represented as a symbol (azj . and it is calculated

as follows:

(1),

= gD/ mod p

0 if a =0,
= q1l=¢) elseifaisak-th PR in F}, 3)
e}; otherwise a is a k-th PNR in F},

where €}, denotes a non-zero primitive k-th root of unity. Since
k| (p—1), e belongs to F,,.
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D. Mapping function

The power residue check by Eq.(3) outputs a certain power
of € or 0. In order to map the result into some value from 0
to k — 1, this paper uses the following mapping function.

0 ifz=0,
I otherwise z = ¢! # 0.

Mk(a:) == { (4)
III. NTU SEQUENCE

This paper introduces the NTU sequence that generates k-
value pseudorandom sequence.

A. Generation Procedure

Let w be a zero of f(z) and s; (0 < s; < k — 1) denotes
i-th coefficient in an NTU sequence. Then an NTU sequence
is generated by the following calculation:

S ={si},si = My (<Tr (WW)AQ) ) 0=0,1,2,---. (5)
k
B. Period
The period X in an NTU sequence theoretically becomes[3]
k(p™—1
yo ke 1) (6)
p—1

Let us consider the case that p = 7,m = 2 and k = 3, the
period becomes 24 and an NTU sequence is given as follows:

1,1,0,0,0,1,2,1,2,2,1,1,0,2,0,2,0,0,2,2,0,0, 1,0.

C. Observation

This section observes the bit patterns in an NTU sequence
S. At first let (™) denotes a pattern b of length n. Let Z(b(™)
and Dg 7(b™) symbolize the number of 0’s in (™) and the
number of appearance of b(™ in one period of S, respectively.
Then let us consider n (1 < n < m) bit patterns for an
M-sequence. For example, consider n = 3 with a primitive
polynomial f(x) = x* + 2 + 1, an M sequence of period 15
is given as follows:

1,0,0,0,1,1,1,1,0,1,0,1,1,0,0.

In this case Dg, 7(b®)) becomes as shown in Table I. Except
all-zero pattern, every pattern appears twice respectively. In
other words they are uniformly distributed. Every M-sequence
haws such a typical feature about the distribution of bit
patterns.

In the same way, let us consider an NTU sequence of
p =5m = 3 and k£ = 2. In this case the period becomes
62 and an NTU sequence is given as follows:

1,0,1,1,0,0,0,1,0,1,1,1,0,1,0,1,0,0,0,0,0,0,1,0,0,0,0,1,0,0,0,
0,1,0,0,1,1,1,0,1,0,0,0,0,0,1,0,0,1,0,1,1,0,0,1,1,1,1,0,0,0,1.

With a careful observation, it was found that for bit patterns
p™ and bV, if Z(B\) = Z(BL), then Dgz(B\™) =
DS}Z(b(Q")). For example, in the case of n = 3, D57Z(b(3))
becomes as shown in Table II. Focusing on the patterns 001,

010 and 100 in the Table II, Dg 5 (b(®)) satisfies the following
relations.
Z(110¥)) = Z(010®)) = Z(100®) = 2,
Ds.z(001®)) = Dg»(010®)) = Dg5(100®))) = 9.

Moreover, observing n bit patterns with an attention for the

value of Z(b(™) for various parameter settings, Dg,z(b(™)
seems to increase in proportion to Z(b(™) multiplicatively.
Then, this paper assumes DS’Z(b(”)) as follows:

DS,Z(b(n)) _ pm—n . ln—Z(b("))_l ) (l i 1)Z(b(">)’ )

where p, m,n are as explained above and [ is defined as [ =
(p—1)/k and 0 < Z(b(™) < n. For example, let us consider
the case that p = 5,m = 3,n = 3,Z(b®)) = 1 and | =
(5—1)/2 =2, the Eq.(7) is calculated as follows:
Dg.z(b®) 53-3.93-1-1 21 1)t =6,

TABLE I
THE NUMBER OF 3BIT PATTERNS IN AN M SEQUENCE

b®3) 000 | 001 | 010 | O11 | 100 | 101 | 110 | 111

Ds.z(0®) | 1 2 2 2 2 2 2 2

TABLE II
THE NUMBER OF 3 BIT PATTERNS Dsﬂz(b(f’)) IN AN NTU SEQUENCE
WITHp =5,m =2AND k =2

b(3) 000 | 001 | 010 | 011 | 100 | 101 | 110 | 111

Dgz®®3) | 13 | 9 9 6 9 6 6 4

D. Comparison

Comparing to the Table I and Table II, it can be seen that
Dgs, 7z for NTU sequence has deviations respects to the number
of zeros Z(b™).

E. Consideration

It seems that the proposed equation Eq.(7) in III-C shows
the number of bit patterns correctly according to our extensive
research.

IV. CONCLUSION AND FUTURE WORK

An assumption about the distribution of bit patterns on NTU
sequence was given in this paper and it seems to be correct. As
a problem of NTU sequence, the numbers of 0 and 1 are not
balanced. This paper will contribute to find out a procedure to
obtain a balanced NTU sequence.
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