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Abstract—Internet of Things (I0T) is the reality of a new and
powerful ubiquitous technology. One of its main driving forces is
the 3rd Generation Partnership Project (3GPP) Long Term
Evolution (LTE), seeking to encompass all the applications of IoT.
With this trend, 3GPP has finally made the Release 14 for
LTE-based Vehicle to Everything (V2X) service. In this proposed
work, we evaluated the new LTE-based V2X architecture in
regards to V2X message delivery and security requirements. We
showed that a proper resource allocation and reference point
(channel) selection could accommodate all types of V2X message
deliveries. However, focusing more on security, we deemed that
LTE-based V2X security falls short of meeting adequate security
requirements, especially to well preserve the privacy. Hence, we
proposed a privacy preserving security for LTE-based V2X
service. Considering the privacy as the top security requirement,
we seamlessly integrate our security scheme with the specified
LTE security architecture. Our scheme is scalable while fulfilling
basic wireless message security requirements. We also provide the
security and performance analysis to show the robustness and
effectiveness of our proposed schemes.

Index Terms—Security, privacy, trust, scalability, Intelligent
Transportation System (ITS), Long Term Evolution (LTE),
vehicle-to-everything (V2X) services.

I. INTRODUCTION

N an effort to connect everything with everything else, the
Internet of Things (IoT) becomes a reality of a new and
powerful ubiquitous technology. IoT is not only
interconnecting devices, vehicles, buildings, cities etc. but in an
efficient and smart way. Connected vehicle is one of the
important focus areas of IoT, where the communication
between vehicle to vehicle (V2V), vehicle to infrastructure
(V2I), vehicle to pedestrian (V2P), and vehicle to Network
(V2N) are provided. This vehicle to everything (V2X)
communication service promises to improve the efficiency and
the safety of today's transportation system by regular-interval
and event-triggered message broadcasts. IEEE 802.11p and
IEEE 1609 standards for Wireless Access for Vehicular
Environments (WAVE) have already defined an architecture
and standardized set of services and interfaces that collectively
enable this requirement. In the meantime, the 3rd Generation
Partnership Project (3GPP) have completed its Release 14,
exclusively for Long Term Evolution (LTE)-based V2X
service [1-4]. On the other hand, regulatory bodies of motor
vehicles throughout the globe are planning to enforce V2X
technology soon. For example, United States Department of
Transportation (USDOT) is pursuing to put V2V technology on
100% of the new car production by 2021 [5]. In the beginning
phase, Intelligent Transportation System (ITS) of USDOT
considered IEEE WAVE technology for connected vehicle.
However, it was not realized lack of infrastructure. Researchers
also provided critical analyses between IEEE WAVE and LTE
for this emerging technology [6-10]. To them LTE seems to be

better, owing to its infrastructure, tremendous capacity increase
in the near future (5G), and added direct device-to-device
(D2D) communication service. Their analyses were
encouraging and expedited 3GPP to finally complete and
publish its Release 14 for V2X service in 2016. In this
proposed work, we will critically analyze LTE-based V2X
service, especially how it could accommodate different types of
V2X message deliveries and fulfill the apropos security
requirements.

The main motivations for connected vehicle are to reduce
casualty, provide better safety and create efficient traffic
movement on the street. This can be done by exchanging
messages between vehicles and infrastructures. To this regard,
National Highway Traffic Safety Administration (NHTSA) of
USDOT makes a list of messages for V2X service. Among
them are basic safety message (BSM), Intersection Movement
Assist (IMA), Left Turn Assist (LTA) etc. [11]. The European
Telecommunications Standards Institute (ETSI) has also
defined two types of messages: cooperative awareness
messages (CAMs) and decentralized environmental
notification messages (DENMs) [12]. In a nutshell, all V2X
messages could be broadly classified as 1) periodic and 2)
event-triggered short messages [9].

Security is essential for any communication, and connected
vehicle (V2X) service is no exception. The most important
security requirement for V2X service is the privacy protection
[5,19,20,22,23]. The message should not offer any inkling of
the identity of the sender, since most V2X messages include
location information. However, the traceability has to be
enforced so that no one may create havoc on the street playing
false information [23]. Therefore, non-repudiation has to be
enacted as well [22]. Moreover, security has to be such that a
single V2X User Entity or a group should not able to plot
(frame) against any other for false information that it did not
commit [19].

In this work, we attempt to evaluate LTE-based V2X service
regarding its message delivery and specified security. We also
provide some suggestive solutions for its short comings,
particularly in the preservation of privacy. However, due to
limited space, our work focus more on security. Since NHTSA
of USDOT and Department of Motor Vehicle (DMV) are
already heavily engaged in managing the vehicles, we feel their
authoritative presence is important especially to enforce the
security [5,7]. Therefore, our security solution deems LTE as
the service provider and the Transportation Authority (TA) is
the overseer of the safety and security of V2X service.

The organization of the paper is as follows. Section II
provides the LTE-based V2X architecture, and section III
evaluates the architecture with respect to the message delivery
and security requirements. Section IV presents our proposed
security scheme. Section V puts forth the security analysis of
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the proposed work, while section VI provides a performance
analysis, and finally section VII concludes the paper.

II. LTE-BASED V2X ARCHITECTURE

Before we evaluate the LTE-based V2X service, we briefly
describe its current architecture (Release 14). Also for the
convenience of presentation, V2X User Entity (UE) will be
denoted as V-UE unless otherwise stated.

According to Rel. 14, there are two modes of operation for
V2X messages [3]. These are 1) over LTE-Uu (radio interface
between eNodeB and UE), 2) over PC5 (direct interface
between two UEs) reference points, as shown in Fig. 1. Over
the LTE-Uu reference point, V-UE can either transmit/receive
unicast V2X messages or transmit unicast but receive broadcast
message through Multimedia Broadcast Multicast Service
(MBMS) delivery. On the other hand, over PC5 reference
point, V-UE can communicate V2X messages using Sidelink
channel. This is generally perform in the form of one-to-many
communications, e.g. sending messages to members within a

group.
PDN |
SGW GW m
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: Broadcast
- Multicast
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V2X communication over LTE-Uu

'V2X communication over PC5

Fig. 1. LTE-based V2X communication channels.

Two additional modules are specified by 3GPP for
subscription, provision and delivery of the V2X service: V2X
Control Function (VCF), V2X Application Server (VAS). The
VCF module provides the authorization and revocation of V2X
service. During the authorization, VCF provisions V2X service
specific parameters to a V-UE after mutual authentication and
security key generation [13]. On the other hand, Mobile
Management Entity (MME) downloads subscription
information related to V2X from HSS. MME also provides
indication  to  the Evolved  Universal Mobile
Telecommunications System Terrestrial Radio Access
Network (E-UTRAN) about the V-UE authorization status on
V2X wuse. Moreover, VAS module is responsible for
distribution of V2X messages to different target areas. First, it
receives messages from V-UEs, then summarizes the
information to generate and broadcast specific V2X messages
to specific locations using MBMS.

Resource over LTE-Uu reference point is provisioned using
the scheduled resource allocation. This provisioning could be
either dynamic or semi-persistent. The semi-persistent one is
used for faster access of the resource in periodic fashion
without requesting it repeatedly from the eNodeB (eNB) [4].
Communication over PC5 reference point uses Sidelink
channel, and the resource grant may be provided by scheduled

resource allocation (mode 1), or autonomous resource
allocation (mode 2). In mode 2, a V-UE can acquire resource
block (RB) by sensing or random selection from a pool of
resources defined by eNB. To attain proper Quality of Service
(QoS), V-UE uses a parameter named, Proximity Service
(ProSe) Per-Packet Priority (PPPP). V-UE provides priority
information reflecting this PPPP to the eNB during resource
request procedure [3]. However, PPPP is not viable for mode 2
autonomous resource allocation in Rel.14. For unicast
communication between V-UEs, a Source and a Destination
Layer-2 IDs are used, whereas a Layer-2 Group ID is used for
one-to-many communication. In addition, to ensure that a
V-UE cannot be tracked or identified beyond a certain short
time-period, the source Layer-2 ID can be changed over time
[3]. Further, 3GPP also specified stationary infrastructure Road
Side Unit (RSU), but only regarded as an implementation
option. This RSU could be a combination of a V-UE with the
V2X application logic or comprise an eNB, a collocated Local
Gateway (L-GW), and a VAS.

III. LTE-BASED V2X MESSAGE DELIVERY AND SECURITY

Serving different V2X messages requires intelligent
utilization of specified LTE-based V2X resources. Moreover,
localized V2X data exchange should avoid the use of
infrastructure nodes to reduce message latency [9]. Depending
on the message periodicity, priority and the size of the target
area, we categorized V2X messages into four classes. First, for
periodic status message (m;) of V-UEs such as speed, direction,
location, semi-persistent resource allocation over LTE-Uu
reference point is used. This m; message is not strictly time
critical (<300ms). V-UEs first sent m; to VAS in unicast
fashion, VAS then combines the information coming from
many V-UEs. Finally, VAS broadcasts the summary message
through MBMS delivery to proper target areas. Second,
localized, time critical (<100ms), event-triggered messages
(m;) such as Critical Event Warning (CEW), Intersection
Movement Assist (IMA), Left Turn Assist ( LTA) etc. are
provided over Sidelink using mode 2 autonomous resource
allocation. Here V-UEs sense or randomly select RBs from the
designated resource pool defined by eNB. This message has
local preference and is communicated through direct message
exchange among V-UEs or by RSUs. Moreover, this message is
not necessarily periodic and occurs only at specific time and
place. Third, global event-triggered message (m;) such as lane
closure, road construction, etc. can be allocated over LTE-Uu
using dynamic resource scheduling. This message needs to be
reached widely; therefore, VAS can broadcast this to a larger
target region. This message does not need to maintain strict
time delay (<300ms) and tight periodicity. Fourth, to assist
smooth movement of emergency vehicles such as ambulance,
fire truck, etc. scheduled semi-persistent resource allocation
(SRA) over Sidelink channel is utilized. This localized periodic
message (m,) has local significance and needs to be sent in
regular interval for a specific amount of time.

We consider end-to-end (e2e) delay in dealing with four
message classes. High priority m, and m, messages with 100 ms
while low priority m; and m; messages with 300 ms target. Note
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however that in each group of priority, each class of message is
handled with different resource allocation method. Further, the
first three message types (m;, m, and m;) can be
accommodated using the current 3GPP specification. But the
proposed resource allocation for m, is not specified in 3GPP
Rel. 14 for V2X communication. However, SRA over Sidelink
is specified in 3GPP Rel. 12 for Device-to-Device (D2D) direct
discovery (type 2b) procedure. This resource allocation is
requested from eNB through dedicated RRC signaling by
Radio Resource Control (RRC) connected UE. Message m, can
utilize this resource allocation procedure (SRA) without
bringing forth any additional change to LTE protocols. Again,
for out of coverage case, V-UE can use preconfigured values
for accessing resource using the PC5 reference point.

Moreover, all these messages require no acknowledgement;
hence, the number of collisions need to be reduced especially
for emergency message communication. Collision may happen
when V-UEs use RBs from common resource pool of PC5
channel for high priority messages (m,, m,). In case of resource
allocation for a new m, message, the V-UE needs to request
SRA to eNB. Upon receipt of this request, eNB selects new
RBs for the requesting V-UE not to overlap with RBs allocated
already to other m, messages. Therefore, no collision among 1,
messages. Further, eNB attaches control information blocks
preceding the data blocks. Hence, other messages (m,) can
avoid collision from m, by sensing based on Schedule
Assignment (SA) and decoding [6]. In case of m,, the
assignment of RBs from shared resource pool is performed
solely and randomly by V-UEs, not by eNB. As a result the
probability of collision between m, messages is high.
Nevertheless, substantial researches have been done already to
reduce the effect of collision in shared resource access [24-26].
For instance, the methods proposed in [24-25] make use of
codes to increase the probability of successful transmission
while sending same packet multiple times. On the other hand,
[26] employs Self-Organizing TDMA (STDMA) where an
additional setup phase is required before the actual assignment
of RBs.

As privacy is imperative for V2X service, message has to be
exchanged anonymously.  However, non-repudiation,
traceability, non-frame-ability are also required at the same
time. 3GPP already makes a prerequisite that user specific
Layer-2 and IP level ID need to be changed for anonymity. For
communication between V-UE and VAS over LTE-Uu, either
shared-secret keys or generation of symmetric keys by
Diffie-Hellman Key Exchange (DHKE) can be used. It might
also be done by either SSL or TLS session creation, even
though the session establishment entails additional latency. But
symmetric key does not provide anonymity nor does it provide
non-repudiation.

For one-to-many V2X communication through Sidelink
channel, 3GPP specified to use a group security key, derived
from shared secret [21]. For stronger security, session keys can
be generated from shared secret and distributed by the group
member initiating the communications. However, rapid change

of group members in V2X context can limit its viability. Many
authors also proposed different security protocols over Sidelink
channel using DHKE [14-16]. Their protocols can support
integrity, authenticity, non-repudiation, as well as detection of
malicious nodes. Some also proposed random encryption key
pre-distribution scheme to select keys from common large pool
of keys [17]. Others used physical layer features to establish
security keys [18]. Nevertheless, all the proposed security
schemes including that of 3GPP use symmetric key algorithm
[13]. In one-to-many communication, symmetric key can hold
the anonymity, but it cannot provide the non-repudiation.

To remedy this security dilemma, we provide a suggestive
proposition for V2X security scheme that fulfills all the above
mentioned security requirements. Our work assumes that TA
oversees security aspect of the V2X service. It makes sure that
everyone follows according to the proposed scheme and
resolves any dispute regarding fraudulent messages. Our
proposed scheme is also light weight and provides scalability.

IV. PROPOSED V2X SECURITY SCHEME

Our proposed work assumes Transport Authority (TA) as the
control and management entity of V2X service, whereas LTE is
only the communication service provider. Moreover, TA is
considered the trusty and cannot be compromised. To provide
adequate scalability, whole region (e.g., whole USA) is divided
into security domains (e.g., states) and each domain has its
different level of authorities and members. TA resides at the top
followed by Vehicle Pseudonym Distributors (VPDs). The
V-UEs, VASs and RSUs reside at the lowest level as a member.
VPDs are agents of TA which are distributed throughout the
domain and considered as trusty as TA. In addition to provide
pseudonym seeds (to explain later), VPD assists V-UE to
smoothly transfer security keys from one domain to another.
This helps V-UE continue its secure V2X service in the new
domain. As V-UEs are by default connected to internet through
LTE network, they can easily access TA, VPD as well as VCF
and VAS. Moreover, our proposed work does not consider RSU
and VAS trusty. The proposed V2X security structure is
depicted in Fig. 2 and the detail is described in the following
paragraphs.

Fig. 2. Proposed security structure for V2X services

A. Key Distribution and Management

To provide privacy protection to a V-UE, two sets of security
keys, namely, long-term and short-term keys are created.
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Long-term keys are used to contact authorities, for instance, to
request pseudonym seeds from VPD, while short-term keys are
used to exchange V2X messages. However, these keys need to
be distributed securely and, must be managed properly with no
scalability issues. The key distribution and management of our
security scheme follows four phases described below.

1) Domain Initialization

At first each security domain TA sets up its master secret
Mpy = (x1,x;), where 1 < x; <p—2(i=12) wherep is a
large prime number. Then it creates the domain parameters
Parr, = (p, g, V1,2, H, H, h), where g is the primitive root of
Zy, which is a prime residue class group of modulo p, y; = g*1,
y,=g*2 . His a collision resistant hash, H:H;, =
{0,1}*>H,y. = {0,1}*eZ; \{ p-1}, but ¢Z;_,and h is another
optional hash, where h: hy, = {0,1}* — hyy,, = {0,1}* € Z;,
according to [19]. Here Py4 = (y1,¥-), is the public keys of the
TA. TA also creates for each VPD two sets of keys, long term
keys (LSypp, Lpypp) and short-term keys (Ssypp, Spypp) from
VPD's ID and its master secret. The definitions and notations
related to different keys are provided in Table 1.

TABLE 1
NOTATION OF SECURITY SYMBOLS AND KEYS

Notation Description

Lsy=H(IDy,1y) € Z, Long-term private key for entity X

IDy Actual ID for entity X

Tx Random number for entity X

Lpy = g-x € z, Long-term public key for entity X

Ssxy = (2Spxx1 + x2) Short-term private key for VPD or RSU
H(Spy) mod(p — 1)

Spx = IDy Short-term public key for VPD or RSU
E,;(m; k). Symmetrical encryption with key k
E,(m;s). Asymmetrical encryption with key s
Smy_p Symmetric key between A and B

sD/ = A/ It/ I rysp’ |l Jj-th pseudonym seed for V-UE V

sig(h(4,/ Il ty)); Ssypp)

A/ = varvsu’ A parameter of j-th seed for V-UE V

Tysp’ Jj-th seed random number for V-UE V

t,/ j-th seed expiration time for V-UE V

sig(h(4,/ | t‘Vf); SSypp) Signature on j-th seed for V-UE V

Spvi = (Spvll [ Spvzf) Jj-th short-term public key for V

Spvlj - ngl’ First part of j-th public key

Spv,) = ngZ’ =4,/ Second part of j-th public key

(Lsy, Lpy) (not the short-term keys which preserve privacy to
be explained later) and the signature sig(Lpy; M7,4), and load
these into the temper resistant On Board Unit (OBU) of the
vehicle. Signature and other security processes of our security
structure is presented in Table 2.

3) V2X Service Registration

After V2X domain registration, a V-UE sends Registration
Request (Req.) message to VCF, including a DHKE key part
(g”) as shown in Fig. 3. VCF in reply sends ID Req. message to
the V-UE with the other key part (g”) of DHKE. At this
moment, both V-UE and VCF can create common symmetric
key ks = (g%)? = (g")* =g . Now, V-UE sends its
International Mobile Subscriber Identity (IMSI) ID encrypted
by the symmetric key kg, E,s(IMSIy; kg) to VCF. To get
Authentication Vector (AV) for this V-UE, VCF sends V2X
Authentication (Auth.) data Req. to HSS. HSS creates AV
including the integrity Key (IK") and Confidentiality Key
(CK") from IDs of both V-UE and VCF. Now HSS responds
back to VCF using V2X Auth. data Response (Res.). Then,
VCEF sends V2X Auth. Req. to V-UE including a part of the AV
(AUTH, RAND). From the provided part of AV, V-UE creates
same [K", CK", RES and sends V2X Auth. Res. including RES.
VCF compares HSS provided RES and V-UE provided RES,
and if they match, V-UE is considered authentic. After this
mutual authentication, VCF sends Registration Res. including
Parta, Lpyep, Spvpp, and V2X related parameters. Finally,
V-UE submits its long-term public key Lpy and the signature
of TA sig(Lpy; Mta) to VCF encrypted with the CK" as
E,s([Lpy Il sig(Lpy; M14)]; CK"). VCF on the other hand,
verifies Lpy by the provided signature of the TA,
ver(Lpy; Pra) as defined in Table 2, and maps the public key
with the other information of the V-UE (vehicle) for later use as
mapVCF(LpV:>IMSI, )

TABLE 2
DEFINITION OF DIFFERENT SECURITY PROCESSES
Security processes Definition
sig(m; My,) = Signature of TA
(2mx, + x,)H(m)mod(p — 1)
ver(m; Pry): Verification of

(}'12m}’2)H(m) = gsiy(M:MrA)
sig(m; Ssy):

signature of TA
Signature of VPD,

By ) =r/Lsy; First B parameter for j-th key (g™, 17t (H(m) - (29" +1) (SsX))) RSU, VAS
ry/ Random number for j-th key .mod(p — 1) = (p,0)
szi = rysp/ LSy Second B parameter for j-th key ver(m; Spy): Verification of

J = j j j-th short-term private key for V " signature of VPD,
Ssy I.(BVI * B, ) / P Y (1) 25Pxy,) 2+ 1)HGPo o7 = gHm RSU, VAS
H(Spy, ® Spy,))mod(p — 1) E,(m; Spy): Asymmetric

. . . r 28 rH(Spy) :
The VPDs at the boundaries get keys from all neighboring (9" m ® h((y1)*Pry,)™CP0) encryption for VPD
. . : = Uy
TAs.. TA will also provide the domain parameter‘ParTA apd D, (En(m; Spy)): Asymmetric
public keys of VPD (Lpypp, Spypp) to the VCF of its domain. V @ h(U)55x) decryption by VPD
At this time, RSUs and VASs also get their keys from its O 55y x ng UE
domain TA as (Ssgsy, S yand (Ssy 45, S ) respectively. SR SSv)e jenatute of ¥
RSU»OPRsU vas)ODvas P y (g7, (H(m) — (g + 1)(Ssv))) \Y%

2) V2X Domain Registration

To get V2X services, at first each vehicle has to register at its
TA. At this time the TA will create only the long-term keys

mod(p ~ 1) = (p,, o)
ver(m; Spy) :

((spv,Sp )p1+1)H(spV1@SWZ)
vi3Pv,

Verification of

. signature of V
H(m)

=g
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4) V-UE Pseudonym Generation

After V2X registration, each V-UE needs to -create
short-term (pseudonym) keys in order to exchange V2X
message securely. First, the V-UE sends Pseudonym (Pseu.)
Seed Req. to VPD, encrypted by the public key of VPD Spypp
acquired at the time of registration as Ey ([IDyeq I Lpy Il Pra |l
sig(Lpy; Mr,)]; Spypp) . Here ID,., is a request ID to
distinguish the request message. VPD on the other hand,
decrypts the message using D,, verifies the signature of TA,
ver(Lpy; Pr4) (Table 2), and creates a symmetric key
Smy_ypp = (Lpypp)™V = [(g"vPP)!sv = (ghsv)Lsvep =
Lpp)ivre.

@ V.UE VCF HSS

Registration Req. (g%,...)
ID Req. (g",...)

[kFguh kg™

ID Res. E,(IMSIy;k;) V2X Auth. data Req.
(IMSI, VCF, ...

Derive AV
(IK”, CK”, RES, ...

V2X Auth. data Res.
(V2X AV)

N2

V2X Auth. Req.
(AUTH, RAND)

Derive params
(IK”, CK”, RES...)
V2X Auth. Res.
(RES)

Registration Res.
(Parry, VPD public keys, ...)

Eu([Lpy| sig(Lpv;Mr)]; CK”) VPD

\ mapycr(Lpy=>IMSI, ...) \
Pseu. Seed Req. E,([ID,.,||Lpy||PrAl| sig(Lpy;Mr4)]; Spvep)

Smy.ypp Smy.ypp

‘Iﬂ(l[h po(Lpy=>rep, SDy,Pr, )‘
Ssy, Spr Pseu. Seed Res.

Fig. 3. V2X Service Registration and Pseudonym Generation

E,s(SDy;Smy.ypp)

Next, VPD generates the pseudonym seed (SDy), encrypts it
by the symmetric key, E,(SDy; Smy_ypp) and sends it to the
requested V-UE (Pseu. Seed Res.). This provided seed will
include signed expiration time so that the generated pseudonym
will be valid only for a specific period. The definition and
related parameters of seed are given in Table 1. To provide
scalability in key management and to speed up (light weight)
the verification process, we provide expiration time rather than
Certificate Revocation List (CRL) according to [20]. On the
other hand V-UE creates the same symmetric key Smy_ypp
from {Lpypp, Lsy) and decrypts the received (Pseu. Seed Res.)
seed from VPD. The V-UE now creates its pseudonym keys
(short-term keys) Ss, and Spy = (Spy,, Spy,) from the given
seed for secure V2X message exchange. The first part of public
key Spy,is created by the V-UE itself, whereas the second part
Spy, is provided by the VPD (Table 1). In the mean time VPD
maps the given seed SDy, a revocation parameter rep and
others with the public key of the V-UE as
mapypp (Lpy =rep, SDy, Pr,). This given seed and the created
short-term keys from it works only for a specific time period.

When the pseudonym expires, V-UE immediately renews it
through the Pseu. Seed Req. and Pseu. Seed. Res. procedure.
Whenever VPD is requested for a pseudonym seed, it checks
the revocation status of the V-UE from its domain TA. VPD
provides the pseudonym seed only if the revocation status of
the V-UE is OK. Moreover, VPD removes stored information
of the V-UE (mapypp(Lpy =rep, SDy, Pr,)) once the SDy, is
expired and creates and stores whenever a new request is
completed. Consequently, the size of the stored information
does not grow constantly as opposed to CRL approach.

B. Secure V2X Message Exchange

In this subsection we explain how the four types of messages
mentioned in section III can be securely exchanged. Rather
than using encryption, which requires group keys, V-UE and
RSUs send signed plain text V2X messages. These messages
assist only to attain safety and the efficiency of the traffic
movement and do not produce confidential information. To
preserve the privacy, each V-UE frequently changes, as often as
every message, its short-term keys (Ss,/, Spy/) (Table 1).
V-UE also requires to change its Layer-2 ID and IP address as
well for anonymity in MAC and Network layer. To prevent
replay attack, all types of messages include time stamp as m; =
(message H Z‘Sz‘amp)'

As we discussed earlier that the m; is sent from V-UE to
VAS in unicast fashion, however with the following format.
(my 11 Spypp I Spy Il ty 1l sig(R(Ay, ty); Ssypp) I sig(h(m,); Ssy))
When VAS receives the message, it first performs ver(h(4y |
ty); Spvpp) using ty, Spy (= (Spy, Il Ay)) and Spypp, then it
checks validity of ver(h(m,);Spy) (Table 2). The first
verification assures that the pseudonym key is valid and
current, whereas the second one guarantees that the message
comes from a legitimate V-UE. When VAS broadcasts the
combined summary in response, the message is delivered
through MBMS to a target area. This MBMS is entirely
controlled by Evolved Packet Core (EPC) of LTE and
therefore, this broadcast does not need security signing. The m,
, which is localized event-triggered message, may be sent either
by V-UE or RSU. If the message is sent by a V-UE, the format
is the same as that of the m;, however the receivers are other
V-UEs. The verification process of this message follows the
same procedure. If this is sent by RSU, then the format is
(mg I Sprsy | sig(h(m,); Ssgsy)) and  the  verification
requires to check wver(h(m,);Sprsy) . To assist this
verification process, a list of public keys Sprsy, of RSUs are
provided by VCF to a V-UE at the time of its registration. The
global triggered message m; is sent by V-UEs to VAS, and the
signing and verification process is the same as that of the m;
message. Localized periodic message m,, is sent mostly by the

emergency vehicle Vg-UE with the format, (m4 Il Spg I
sig(h(m4);SsVE)). The verification is done by performing
ver(h(m4);SpVE) and again a list of public keys SpVE,- of

emergency vehicles Vg-UEs are procured at the time of
registration.

If two V-UEs Vy and Vy want to communicate with each
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other in unicast fashion, they can do so by encrypting the
message. For this, a common symmetric key needs to be
created. This is done by using the short-term public keys Spy,
found from previous message exchange as Smy, v, = Spy,, Bry, =
AVXBV"Z = (gBVXz)BV"Z = (gBVYZ)BVXZ = AVYBVXz = SpVYZBVXz . Refer to
Table 1 for parameters used here. The message format for this
unicast is (IDm Il Spyy, | Ens(m; 5mvx_vy)) where ID,, is the
message ID to recognize it as an encrypted V2X unicast
message. The receiver Vy finds its symmetric keys from the
attached Spy, in the message.

C. Revocation and Cross Domain Procedure

A V-UE or a group of V-UEs may spread false information
such as lane closure and road construction ahead, to gain some
unfair advantage or even to send false emergency alert to panic
others. If a certain V-UE finds that its received message is
fraudulent, it may start the revocation process by reporting the
message of the rogue V-UE V. to VPD. Reporting message also
follows the same security measures as those of V2X messages.
Before accepting any report, VPD verifies the reporter
properly, i.e. it verifies that the reporter's short-term keys are
current (ver(h(4y Il t,); Spypp) ) and it is a registered
legitimate one ( ver(h(my);Spy) ). After successful
verification, VPD increments the corresponding revocation
parameter rep ( mapypp(Lpy=rep,SDy,Prs) ) by one.
However, this value is increased only if the report comes from
disjoint events and for different short-term keys Seri

( rep=walue’, event!,Sp,' ). Once rep attains a certain
threshold value, VPD retrieves the public key Lpy, from its
map and provides it to its TA. To recover the public key, VPD
first retrieves Ay, from Spy, (= (SpVT1 Il Ay,)) found in the
rogue message and finds the corresponding SDy, , and then from
SDy,, finds Lpy, (Table 1). The threshold value of rep can
range from two to some higher value depending on how harsh
or relaxed the revocation implementation is. TA on the other
hand, sends the public key (Lpy) of the corresponding rogue
V-UE to VCF. Finally, VCF searches for the ID of this V-UE
from its record (mapycr(Lpy =IMSI, ...)) and revokes it from
V2X service. TA also notifies all its VPDs about the revocation
so that they stop providing any more pseudonym seed (SDy).

When a V-UE moves to a new security domain, it will
immediately request a new pseudonym seed from the nearest
VPD it comes across. VPD always checks the revocation status
of V-UE from the TA before it provides a new seed. If the TA is
not in the security domain of this VPD, it requests its TA to
verify the revocation status to the V-UE's TA (Pr4 found in the
request message) on its behalf.

V. SECURITY ANALYSIS
In this section we analyze our proposed security protocol
with respect to the common security attacks.
A. Privacy Attack

To attack privacy of other V-UEs, an attacker could capture
many broadcast packets and try to link messages to the same
V-UE to unfold, for instance, its location information. However

it is not possible in our security scheme since V-UE will
frequently change its short-term key to sign the V2X messages.
Moreover, if an attacker compromises VPD, it only gets the
long-term public key and associated materials that do not
provide V-UE's real identity. Finally, an attacker cannot get
actual IMSI from listening to the V2X Service Registration
message exchange since it is encrypted by the symmetric key
E,s(IMSly; k).

B. Traceability

A rogue V-UE may hide its trace under the identity of others.
The attacker V-UE X may capture Spy, and sig(h(4y Il
ty); Ssypp) from broadcast message of some V-UE Y and
attach it to its own fraud message to pretend of being V-UE Y.
However when the message receivers use Spy, to perform

ver(h(mx); SpVX), verification fails. Further, the V-UE X may
forge the signature of VPD, sig(h(AVX II'tx); SSVPD') by itself
and use a corresponding fake public key Spy, (=
(Spvy, Il Avy)), which has no trace of the V-UE. But when any

other V-UE uses real public key of VPDSpypp to verify this
false signature ver(h(Ax |l tx); Spypp’), again it fails. The
message can pass verification only when the legitimate V-UE
uses true Spy. Likewise, a legitimate V-UE can always be
traced by the authority as explained in revocation section.

C. Frame-ability

As the revocation process needs to have a threshold number
of reports to be in effect, some V-UEs might attempt to get
other V-UE revoked. These V-UEs together may send the same
reports multiple times to revoke a V-UE. However, without
being disjoint events, they are counted only as one report.
Moreover, a V-UE or two may send a report and wait for the
same short-term key to be seen to place another report. But
multiple reports for same short-term key are also considered as
one report.

D. Attack from compromised user

An attacker can use a compromised V-UE to broadcast false
message for its own benefit. However the revocation process
kicks in immediately and the compromised V-UE will lose its
grant for V2X service. In addition, the attacker may use this
V-UE to produce false pseudonym requests to VPD. However,
to retrieve the provided seed from the encrypted message,
attacker has to find the long-term private key Lsy, of the V-UE
resided inside the OBU. If the attacker attempts to break the
temper resistant OBU, it will end up destroying all security
materials instantly.

E. Attack from compromised VPD

A compromised VPD can impersonate a V-UE by creating
pseudonym from the long-term public key Lpy,, stored in its
map. However the B parameters, By, = 1yLsy, By, = ryspLsy
of short-term private key Ssy, are generated from the long-term
private key (Table 1). Hence to impersonate a V-UE, VPD has
to collude with the trustworthy TA which is not possible.

F. Replay Attack

In the proposed scheme, message format m (= message ||
tsamp) also includes the time stamp and is protected by the
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sender signature sig(h(m);Ssy). To successfully replay the
same message, the attacker not only need to change the time
stamp and also the corresponding signature.

G. Key escrow problem

In our proposed scheme, even though TA creates and hence
knows the long-term key pair of a V-UE, these keys will be
used only for communicating with the authority. The V2X
message communication is secure only by short-term key pair
Ssy and Spy..These keys are solely generated by the V-UE
itself from the provided pseudonym seeds; hence, the key
escrow problem does not exist in this proposed security
scheme.

VI. PERFORMANCE ANALYSIS

Even though security is the top requirement for V2X
services, the performance is also important specially for the
practicality of the implementation. In the following, we will
analyze the performance of our protocol for the effectiveness of
practicality.

A.  Overhead Cost

To calculate the total overhead cost of our security scheme,
we assume 256 bit-size of short-term and 512 bit-size of
long-term keys for a V-UE. On the other hand, for special
entities TA, RSU and VPD, we assume to use 512 bit keys for
better security.

To calculate the overhead cost of V2X message sent by a
V-UE, we use the format presented in section IV subsection B.
(m I Spypp Il Spy Il ty Il sig(R(Ay, ty); Ssypp) Il sig(h(m); Ssy))
This message could be m;,m; or m;. In this message, the public
key of VPD takes 512 bits, public key of V-UE needs 256 bits,
expiration time (fy) and message timestamp (m = message ||
tyamp) Tequire 2 X 4 bytes (Unix Timestamp), signature of
V-UE occupies 2 X 256 bits and signature of VPD occupies
2 X 512 bits (Table 2), making a total amount of (512 +
256 +2Xx4X8+4+2%x256+2x%x512) +8=296  bytes.
Message sent by RSUs or emergency vehicles Vi-UE has this
format (m || Spy Il sig(h(m); Ssx)) and the security overhead
occupies (512+4 x84+ 2x512) + 8 =196 bytes. This
message could be m; by RSU or m, by Vg-UE. Note here that
the overhead V-UE message is higher than that of RSU and of
Ve-UE because of the contradicting security requirement for
V-UE: privacy and traceability. According to current LTE
structure, each RB is composed of 7 symbols and 12
subcarriers. Again for a bandwidth of 20 MHz, a single LTE
Slot carries 100 RBs according to standard. Hence one
Subframe which is two times the size of one Slot would carry
200 RBs. Now, for a symbol of 6 bits (64-QAM) each RB is
(6x7x%x12)+8 =63 bytes long. Hence the security
overhead of our proposed scheme occupies around 5 RBs for
message sent by V-UE (m,,m,m;) and 4 RBs for message from
RSU (m;) or VE-UE (I’Vl4)

B. End-to-End Delay

To calculate the e2e delay of different messages, we measure
the processing time (PT) of different security modules using
Java eclipse. The Java codes run on a Lenovo computer, with 5

Computer Cores, 2C + 3G, 2.2 GHz, 8 GB RAM, 64 bit OS and
is shown in Table 3.

TABLE 3
PROCESSING TIME FOR DIFFERENT SECURITY MODULES
Algorithm PT (256 bits) | PT (512 bits)
sig(Lpy; Mr4) 2ms 6ms
ver(Lpy; Mr,) 3 ms 8ms
E,(m; Spypp) 4ms 9ms
D, (E,(m; Spypp)) 2ms 6ms
E.(SDy; Smy_ypp) <lms <lms
D, (E,(SDy; Smy_ypp)) <l ms <lms
sig(h(Ay, tv); SSvep) 2ms 6ms
ver(h(4y, ty); SPvpp) 3ms 8ms
sig(h(m); Ssy) 2ms 6ms
ver(h(m); Spy) 3ms 8ms

Table 4 shows different parameters used to calculate e2e
delay for all types of V2X messages. Note here that the bulk of
the message generation process (GPT) time is coming from the
signature, whereas message reception process time (RPT) from
the verification. Hence, the main contribution to e2e delay
comes GPT, RPT, and RBs procurement time (RBT). In case of
m; and mj, an additional time is required for processing of
messages and procurement of RBs by VAS (VPT).

TABLE 4

E2E DELAY CALCULATION FOR DIFFERENT V2X MESSAGES
Message By GPT RPT RBT VPT
m; V-UE 2 ms 9 ms Yes yes
ms V-UE 2 ms 9 ms Yes no
ms RSU 6 ms 6 ms Yes no
m; V-UE 2 ms 9 ms Yes Yes
my Vi-UE 6 ms 6 ms Yes No

The e2e delay of messages m; and m; depends mostly on the
LTE-Uu link (source to destination) delay. The current
theoretical LTE-Uu link delay is less than 10 ms [9]. However,
practical LTE-Uu delay (including resource scheduling) can be
shown less than 50 ms using the delay analysis presented in
[27-28]. Hence, the total e2e delay for m; and mj;, from V-UE
through LTE-Uu to VAS and from VAS to target area through
MBMS, including security overhead could be made
comfortably within 300 ms. For m,, SRA from shared resource
pool is allocated through eNB; therefore, e2e delay depends on
the semi-persistence period (SPP). According to 3GPP, current
SPP could be made as low as 10 ms. As a result, the e2e delay
for m, including security overhead can be made well within the
critical time 100 ms. In case of m,, the effective e2e delay
depends on the probability of successful transmission. In low
density situation, multiple transmission of the same packet
within a resource pool period (RPP) could increase the
probability of success close to 1[25]. Note that the localized
event-triggered message m,, such as CEW, IMA, LTA, is
generated by few users at a particular time and place.
Moreover, according to 3GPP specification RPP could be
made as low as 40 subframes (40 ms); hence, the total e2e delay
of m, could also be achieved within the critical time 100 .

C. Scalability

In our protocol, each TA is responsible for storing
registration and revocation information of V2X entities only of
its own domain. VPD holds information related to current
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pseudonym seeds of requested V-UEs. To find a rogue V-UE
VPD needs to search through all the current seed-keys,
Sp,’ = (Spv,, Spy,)j = 1tomof all the N V-UEs. Here the
searching time for VPD is O(n) where n = m*N, whereas if it is
done by a single TA covering the whole region, the required
time would be 5000 folds (50 states and 100 VPD in each state).
Again, VPD removes the map and the corresponding info once
the pseudonym seed is expired. This makes the list of provided
seeds relatively constant over time unlike the ever increasing
CRL. Moreover, the authority does not have to distribute CRL
every time an entity gets revoked. In that case it would consume
a lot of bandwidth and is not very scalable (1% rate of revoked
vehicles of 5.2x10° will be 52x10° vehicles and equal size of
CRL). Again, the receiver of the V2X massage does not need to
go through time consuming CRL for verification process.

VII. CONCLUSION

We have proposed a security architecture of LTE-based V2X
communication. We seek to evaluate the LTE-based V2X
architecture specified in 3GPP Release 14 regarding message
delivery and security requirements. We incorporate all types of
V2X messages with the specified resource allocation and
reference points. We showed that an efficient resource
allocation and proper reference point selection can successfully
provision any type of V2X message service. We also evaluated
its security based on the V2X security requirements and found
out that the privacy is not fully secured. Hence we proposed a
practical solution, not only to provide privacy, but also to fulfill
basic security requirements of wireless message exchange. We
seamlessly integrate our security scheme with the specified
LTE architecture. Finally, we put forth security and
performance analysis to show the robustness and effectiveness
of our protocol. In future we would extend our security
architecture for other applications like vehicle-to- smart grid.
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