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Abstract—A counterfeit drug is a medication or pharmaceu-
tical product, which is manufactured and made available on
the market to deceptively represent its origin, authenticity and
effectiveness, etc, and causes serious threats to the health of
a patient. Counterfeited medicines make an adverse effect on
the public health and also cause revenue loss to the legitimate
manufacturing organizations. In this paper, we propose a new
authentication scheme for medicine anti-counterfeiting system
in the Internet of Things (IoT) environment which is used for
checking the authenticity of pharmaceutical products (dosage
forms). The proposed scheme utilizes the near field commu-
nication (NFC) and is suitable for mobile environment, which
also provides efficient NFC update phase. The security analysis
using the widely-accepted Real-Or-Random (ROR) model proves
that the proposed scheme provides the session key (SK) secu-
rity. The proposed scheme also protects other known attacks
which are analyzed informally. Furthermore, the formal security
verification using the broadly-accepted Automated Validation of
Internet Security Protocols and Applications (AVISPA) tool shows
that the proposed scheme is secure. The scheme is efficient
with respect to computation and communication costs, and also
it provides additional functionality features when compared
to other existing schemes. Finally, for demonstration of the
practicality of the scheme, we evaluate it using the broadly-
accepted NS-2 simulation.

Index Terms—Anti-counterfeiting, authentication, AVISPA,
NS2 simulation, security.

I. INTRODUCTION

World Health Organization (WHO) defined counterfeit
medicine as “one which is deliberately and fraudulently
mislabeled with respect to identity and/or source” [, [2],
[3]. Counterfeiting of various products creates problem to
different manufacturing industries such as food and bever-
age, automotive parts, software, cosmetic, jewelery, etc. It
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causes serious threat to pharmaceuticals products. People, who
purchase and use counterfeit medicines, suffer a lot because
these medicines do not provide any relief to their diseases.
The concern issue threatens the public health and also causes
revenue losses to the legitimate manufacturing organizations.
The International Chamber of Commerce of Geneva pointed
out that the estimation of annual sales of counterfeit products
in the world amounted to US$ 650 billion [4].

According to WHO data, there are about 100,000 deaths
happened in a year in Africa due to use of counterfeit drugs.
The British “International Policy Network™ estimated that
700,000 deaths in a year are happened due to the use of
counterfeit malaria and tuberculosis drugs. Counterfeiting can
be happened with branded as well as generic products. WHO
further noticed that more than 30% of medicines on sale are
counterfeited in some part of Africa, Asia and Latin America.
According to the report of WHO, the commonly counterfeited
drugs are antibiotics, anti-malarials, hormones and steroids,
and now anticancer and antiviral drugs are also included in
the list [10, [2], [3].

At the same time various organizations of different countries
are fighting against counterfeiting of medicines. According to
Xinhua News Agency of China, China is using “recognition
and tracing technology” packaging of medicines in which
anti-counterfeit labels are sealed on each medicine package.
African countries are also using new technologies to fight
against counterfeiting of medicines. A handheld spectrometer,
called the TruScan, used at airports and border posts can detect
the counterfeiting of medicines by performing the analysis of
their chemical compositions. The technologies such as simple
and free text messages are also being used to detect counterfeit
medicines. The organizations such as mPedigree Network
and Sproxil implemented a system in which legitimate drug
manufacturing organizations use label on the drug packages
with an encrypted code. When a customer/consumer wants
to buy that drug, he/she scratches off the label on the drug
package and text the code to the system of company which
authenticates the drug package without any charge. After
authentication of drug package, the system responses with a
text message accordingly whether it is fake/actual. Thus, a
consumer can easily come to know the authenticity of the
drug package very easily and without any cost. However, the
drawback with this technique is that it is not fully automated
as the consumer first needs to scratch off the label, and then
to type the code and send to the system, which requires a lot
of users involvement [1]], [2], [3].
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The Radio Frequency Identification (RFID) permits identifi-
cation of unique items which use radio waves. A RFID reader
typically communicates with RFID tags that contain digital
information in microchips [5]. RFID based anti-counterfeiting
technology has emerged as an effective tool to prevent coun-
terfeiting, because it complements the commonly used anti-
counterfeiting methods (for example, colors, shifting inks,
fingerprints and chemical markers) [4]], [S]. These methods,
however, do not use the automatic verification of product
authenticity.

Device-to-Device (D2D) communications is a type of tech-
nology which enables devices to communicate directly with
each other without the involvement of fixed networking in-
frastructures (for example, access point and base station) [6].
Some typical applications of original D2D communications
rely on bluetooth, WiFi-direct and near field communication
(NFC). NFC is a short-range high frequency (H F') wireless
communication technology, which transfers data (text or num-
bers) between two NFC-enabled devices over about a 10 cm
distance [[7]], [8]. NFC tags such as NT' AG213 contains small
microchips with little aerials which can store a small amount
of data for transferring to another NFC enabled device, such
as a mobile devices. NFC technology is an upgradation of the
existing RFID technology. Under this technology, the interface
of a smartcard and a reader are combined into a single device.
Users can easily share data between NFC-enabled devices. It
is also used in other various applications such as wireless bill
payment, electronic traveling ticket on existing contact-less
infrastructure, etc. [7]], [8].

In the recent years, several authentication protocols have
been proposed for ambient assisted living system and wireless
sensor networks [9], [10], [11]. Yan et al. [12] presented
a new anonymous authentication protocol which has the
ability to authenticate both pseudonyms and trust levels in
order to support trustworthy pervasive social networking with
privacy preservation. Furthermore, several RFID based anti-
counterfeiting techniques have been proposed [3], [13], [141],
[L5], [16l, [L7]. However, most of the existing RFID based
anti-counterfeiting schemes are not secure and have several
drawbacks, such as replay, man-in-the-middle and reader im-
personation attacks. In addition, some of them are not suitable
for mobile environment, and they do not also have efficient
RFID update phase and even they are not user-friendly. The
NFC based anti-counterfeiting techniques are very useful for
mobile environment in which no card reader is required, user
only requires a NFC-enabled mobile device that reads the data
stored in the NFC tag and sends to the server.

The Internet of Things (IoT) refers to the network of
physical objects which have Internet Protocol address (IP
address) for Internet connectivity [18]]. All these physical
devices can communicate over the Internet.

This paper presents a new authentication scheme for
medicine anti-counterfeiting system in IoT Environment. The
proposed scheme has the ability to authenticate medicine
dosage forms online by the help of mobile device. The
proposed scheme is also capable to prevent the counterfeiting
of medicine dosage forms. It further provides secure mutual
authentication between the NFC tag placed on a dosage form

and the server. In the proposed scheme a NFC enabled mobile
device acts as an interface between the NFC tag and the
server, which reads the information stored in the NFC tag
and sends the information to the server. The server verifies
the authenticity of the dosage forms and sends response to
the NFC enabled mobile device user. On the basis of the
response received from the server, the customer (patient) can
take his/her decision whether to purchase that medicine or not.

A. System architecture of medicine anti-counterfeiting in loT
environment

Fig. [I] shows the system architecture of medicine anti-
counterfeiting in IoT environment. As we know in Internet
of Things (IoT) every physical objects such as servers, mobile
device users have an IP address for Internet connectivity, all
these devices communicate to each other using the Internet.
In the given architecture we have three different types of
servers: 1) information server (I.5;), 2) authentication server
(AS;) and 3) database server (D.Sy). Apart from that we have
mobile device user at the manufacturer site and a customer
who wants to buy the medicine’s dosage forms. Both user
at the manufacturer site and customer can communicate with
the servers. Note that all users have near field (NFC) enabled
mobile device and all servers are able to communicate with
each other. Initially, each manufacturer at the manufacturer
site registers the details of dosage forms (package) to the
information server using their NFC enabled mobile device.
After the successful registration (I.S;) sends this information
to AS; and D.S,. This considered architecture is different from
the existing architecture [3]. In this architecture AS; has the
complete information which is required to check the authen-
ticity of the dosage forms. Therefore we are not using any
pedigree server which is available in the current architectures
[S)]. During the authentication process some screened records
are generated at AS; which are then sent to D.S), for storage.
These records will be then used for the future authentication.
The steps involved in dosage forms anti-counterfeiting process
are given in Section

The roles of various servers are described below:

Information server (1S;): The initial registration of each
dosage form is done at [.S;. In addition, IS; sends the
registration information of dosage forms to AS; and DSj.

Authentication server (AS;): It is used for the authenti-
cation of the dosage form. It authenticates the dosage form
on the basis of the information provided by the I.5;. It also
sends the authentication response (whether fake or real) to the
customer/patient and also to the DS.

Database server (DSy): Tt stores the information provided
by the 1.5; and AS;. The screened records generated during
the authentication process are stored in DSy. In the proposed
scheme, a NFC tag is updated after each successful authentica-
tion process. This server maintains these records. If there are
n number of sites between the manufacturing organization and
a customer (consumer), the NFC tag needs to be updated at
these sites. These information are also stored at this server. By
seeing these records, the authority (i.e., database administrator)
can observe who, when and where the NFC tag was updated,
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and it will be useful in cross checking whether the NFC tag
is updated by a legal intermediate party. It is not desirable
to maintain all these records at the AS;, because we want to
dedicate authentication process solely on the AS;. Due to this
reason, the role of DS}, is essential.
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Fig. 1. System architecture of medicine anti-counterfeiting

1) Implementation site: The proposed medicine anti-
counterfeiting system in IoT environment is efficient and has
more usability as it suits the mobile environment. As far as
implementation is concerned the pharmaceutical companies
can also implement this type of anti-counterfeiting system in
their information technology (IT) department. But this act will
not be fully trusted by the customers/ patients. So, it would
be better if a trusted third party, say digital anti-counterfeiting
party, can implement this type of system.

2) Usability of the proposed system: Our scheme is secure
as well as user friendly. A customer (patient) just needs the
NFC enabled mobile device with the Internet connectivity
to check authenticity of medicine package. So, the user can
perform anti-counterfeiting process anywhere, anytime in any
part of the world.

B. Steps involved in medicine anti-counterfeiting process

The steps involved in dosage forms anti-counterfeiting pro-
cess are given in Fig. [2] and also discussed below:

« In the first step the user at the manufacturer site registers
the medicine’s dosage forms to the information server
(IS;). IS; then computes some information which is
required for the authentication process and sends this to
the NFC tag of the dosage forms for storage.

o The IS; shares the dosage forms complete information
with the database server (DS}) and the limited infor-
mation which is only used for the authentication to the
authentication server (AS;).

o To check the authenticity of the dosage forms the cus-
tomer/patient sends authentication request to ASj, then
AS; checks the authenticity of the dosage forms and
response to the patient accordingly. AS; also shares au-
thentication response with DSy. DSy stores all screened
records which can be used in the future authentica-
tions/transactions process.
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Fig. 2. Steps involved in dosage forms anti-counterfeiting process

Each medicine package has a NFC tag, which contains
various information related to the product. It consists of an
electronic product code (EPC) [19]. An EPC is a universal
identifier that provides unique identity of some physical object
and it can be easily stored in NFC tag [20]. Two identical
products can be distinguished by the EPC. EPC contains
several information such as product’s manufacturing date, its
origin, batch number, etc. The basic format of the EPC is given
in Fig. |3} It contains the following fields: 1) header, 2) EPC
manager number, 3) object class (OC), and 4) serial number
(SN). The header field identifies the length, type and version
of EPC. The EPC manager number maintains the subsequent
partitions. The serial number field is a unique serial number
for each EPC. The lengths of header, EPC manager number,
object class and serial number are 8 bits, 28 bits, 24 bits and
36 bits, respectively. Thus, the total length of EPC is 96 bits.

Header Serial number

(SN)

EPC manager number | Object class

(00)

Fig. 3. Structure of EPC

C. Motivation

The counterfeiting of medicines causes the serious threat
to the society. The counterfeited medicines make an adverse
effect on the health of the people and also cause revenue
loss to the legitimate medicine manufacturing organizations.
In the recent years, several anti-counterfeiting techniques have
been proposed. However, most of the existing schemes are
not secure and have several drawbacks. Various attacks such
as replay, man-in-the-middle and reader impersonation attacks
are feasible in most of existing schemes. In addition, some of
these schemes are not suitable for mobile environment, and
they do not have an efficient user-friendly RFID/NFC update
phase.

In this paper, we propose a new authentication scheme
for medicine anti-counterfeiting system in the IoT environ-
ment, which can be used for checking the authenticity of

2327-4662 (c) 2016 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/JI0T.2017.2706752, IEEE Internet of

Things Journal

IEEE INTERNET OF THINGS JOURNAL

medicines (dosage forms). The proposed scheme authenticates
the medicine dosage forms online by the help of mobile device.
There is a NFC enabled mobile device, which acts as an
interface between the NFC tag and the authentication server,
which reads the information stored in the NFC tag and sends
the information to the authentication server. The authentication
server verifies the authenticity of the dosage forms and sends
response to the NFC enabled mobile device user. The customer
(patient) finally receives the response (for example, if the
medicine is fake or genuine, or if it is a genuine medicine then
which medicine he/she is going to purchase). On the basis of
this response, he/she can take decision whether to purchase
that medicine or not.

D. Main contributions

The following are the main contributions:

« We present a new medicine anti-counterfeiting scheme to
check the authenticity of the medicine’s dosage forms in
IoT environment.

o With the help of the product authentication & session
key establishment phase, after successful mutual au-
thentication between NFC enabled mobile device (NFC
tag) and the authentication server, a secret session key
is established for future secure communication between
them. Our scheme also supports NFC tag update.

o The widely-used ROR model is used formal security
analysis to prove the session key security. The informal
security analysis also shows that our scheme protects
various known attacks.

o Finally, our scheme requires the lightweight symmetric
encryption/decryption and one-way hash function compu-
tations only. The communication and computation costs
of our scheme are also comparable with the related
existing schemes.

E. System Models

The following models are considered in this paper.

1) Network Model: The network model is depicted in Fig.
[1 in which there is a customer (mobile device user) MU who
wants to check the authenticity of dosage forms. To check the
authenticity of dosage forms MU scans the NFC tag placed
on each dosage form and sends the information to AS;. The
mobile device acts as the bridge between the dosage form
and AS;. The registration process of each dosage form and
the authenticity of the dosage form are already discussed in
Section [FAl

2) Threat Model: The Dolev-Yao (DY) threat model [21] is
followed in the proposed scheme. As per the DY model, two
communicating parties communicate over an insecure channel
[22]. The same threat model is applied in the proposed scheme,
in which the communication channel is public, and the end-
point entities (MU and AS;) are assumed to be not trusted.
An intruder can eavesdrop the exchanged messages and also
can delete or modify the content of the transmitted messages.

F. Structure of the paper

In Section we review the existing anti-counterfeiting
techniques. Section discusses some mathematical pre-
liminaries which are used for describing and analyzing the
proposed scheme. Section [[V] gives the description of various
phases related to the proposed scheme. The rigorous security
analysis of the proposed scheme is given in Section [V] Section
simulates the proposed scheme for the formal security
verification using the broadly-accepted AVISPA tool. Section
compares the performance of the proposed scheme with
related existing schemes. We then make some concluding
remarks in Section [X]

II. RELATED WORK

Choi et al. 5] reviewed several existing RFID based anti-
counterfeiting mechanisms, and also gave a RFID-based anti
counterfeiting system for product tracking and tracing. Using
the proposed system, the consumers can verify the authenticity
of the product, which they opt to buy the products.

Kim et al. [23]] proposed an application-level technique for
anti-counterfeiting, which employs a RFID reader available to
a consumer’s device (for example, PDA and mobile phone).
It checks the authenticity of the product.

Kim et al. [24]] proposed a technique for anti-counterfeiting
solution, which is used to track and trace a product through
whole life-cycle. It provides the authentication to the product
packages having RFID tags. The technique uses location
information especially from location based service (LBS) of
the consumer devices. On basis of information obtained, the
system can take fine-grained decision about the product’s
authenticity.

Public-key cryptography (PKC) can be used for products
anti-counterfeiting, but the main issue is its implementation in
RFID tags. Batina et al. [14] investigated the PKC (elliptic
curve based cryptosystem) implementation feasibility for anti-
counterfeiting applications. Jeng et al. [25] provided a survey
on techniques used for anti-counterfeiting. The RFID tags
counterfeiting issue are discussed in this survey. Some meth-
ods are also provided to make RFID-tag unclonable. Further,
research direction of the anti-counterfeiting domain is also
provided in that survey.

Chen et al. [[15] proposed an anti-counterfeit secure trans-
action scheme, which is capable to perform the online au-
thentication. Their scheme uses the one-way function and
public-key cryptographic operations, such as public-key en-
cryption/decryption, and signature generation and verification.
However, their scheme has some security limitations, such as
it does not provide strong replay attack protection and also
protection against RFID tag cloning attack.

Rau and Hsiao [26] proposed an anti-counterfeiting scheme
that provides a novel RFID structure to defend various possible
attacks (for example, replay attack, counterfeit attack and
forward key security). In their technique, certain parameters
including electronic product code (EPC) are hidden by some
random numbers in order to provide privacy protection and
EPC leaking. However, their scheme is also vulnerable to
strong replay attack and RFID tag cloning attack. In addition,
their scheme does not provide the session key security.
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Chien and Chen [27] analyzed the weaknesses of some
EPC Class 1 GEN-2-conformed security protocols, and then
proposed a protocol, which provides better security level as
compared to the analyzed protocols, and also it conforms to
the EPC Class 1 GEN-2 standards. Similar to the schemes
of Chen et al. [15] and Rau-Hsiao [26]], their scheme does
not also provide strong replay and RFID tag cloning attacks
protection. Furthermore, their scheme does not provide the
session key security.

Choi et al. [28] proposed an anti-counterfeiting system for
apparel products. They also discussed some of the key data
management issues such as data synchronization problem, e-
pedigree formatting and traceability or visibility controlling.
Their system supports products authentication in the item-
level, products anti-lost in pallet-level and products status
prediction in batch-level.

Ma et al. [16] proposed an anti-counterfeiting system for
cosmetic brands. Their system analyzes the distribution chan-
nels and sales methods to provide the anti-counterfeiting to
cosmetic brands. Staake et al. [17] proposed a mechanism for
products authentication. The proposed system has the func-
tionality to handle tags, which support strong cryptography
and use for anti-counterfeiting process.

Cheung et al. [4] presented a track-and-trace system for
RFID-based anti-counterfeiting. They pointed out various pos-
sible implementation aspects of the system. These include
selection of a tag, product tagging, programming of tag and its
locking. Choi et al. [13] presented another anti-counterfeiting
system for a tag data processing and synchronization (TDPS)
to generate initial e-pedigrees for various products. RFID-
enabled apparel packaging line is also implemented for per-
formance validation of TDPS.

Blass et al. [29] proposed a scheme, which allows object
genuineness verification in RFID-based supply chains. Zanetti
et al. [30] also proposed a technique to detect the cloned RFID
tags in supply chains in which the tag cloning is detected
by a centralized detector. Tuyls et al. [31] investigated the
techniques that restrict the cloning of RFID-tags, which are
used in anti-counterfeiting system.

III. MATHEMATICAL FOUNDATION

This section briefly discusses the collision-resistant one-way
hash function [32f], [33], [34] and the indistinguishability of
encryption under chosen plaintext attack (IND-CPA) [35].

Definition 1 (Collision-resistant hash function). Let h:
{0,1}* — {0,1} be a one-way hash function. It is a determin-
istic algorithm, which produces a fixed-length, say l-bit binary
string h(a) € {0, 1} as output for an arbitrary-length binary
input string a € {0, 1}* as input. If AdvASH (t) indicates the
advantage of an adversary A to find a collision in execution
time t, we have, AdviASH (t) = Pr{(a,d’) «r A: a # d/,
h(a) = h(a')]. Here Pr[X] is the probability of an event X
and (a,b) —pr A is a pair (a,b) which is randomly chosen
by A. A is also allowed to be probabilistic and AdvF45H (t)
is calculated over the random choices. By an (n,t)-adversary
A attacking the collision resistance of h(-), we mean that the
runtime of A is at most t and that Adv{%‘SH(t) <.

5

Definition 2 (IND-CPA). Suppose SE/ME denotes the sin-
gle/multiple eavesdropper, respectively. Let ORgy,, ORgp,,
..., ORg be N different independent encryption oracles as-
sociated with encryption keys ski, sko, ..., sky, respectively.
The advantage functions of SE and MFE are given, respec-
tively, as Advé{\g%fcpA(l) = |2Pr[SE — ORsk,; (po,p1
—r SE); 0 —r {0,1}; B —gr ORsk, (po) : SE(B) = 0]—1|,
and AdvlN\P5 "N 1) = 2Pr[ME — ORg,, ..., ORgpy;
(po,p1 «<r ME); 0 < {0,1}; B1 <r ORs, (po), -- .
BN <—r ORgsy (po) : ME(fy, ..., Bn) = 0] — 1, where Q
is an encryption scheme. Under the single (multiple) eaves-

dropper setting, ) is IND-CPA secure if Advé{\gDEfcp A

(respectively, Advéj\g\?E_ cp A(l) ) becomes negligible (in the

security parameter 1) for any probabilistic, polynomial time
(PPT) adversary SE (ME).

IV. THE PROPOSED SCHEME

The proposed scheme explained in this section consists of
three phases: 1) product registration, 2) product authentication
& session key agreement, and 3) NFC tag update. In the
proposed scheme, the communication channel between the
mobile device (smart phone) and the NFC tag is assumed to
be secure. We apply the improved version of the NFC-SEC
standard to secure the communication channel between mobile
device (smart phone) and the NFC tag [36l]. The proposed
scheme also uses the current timestamps in order to protect
the replay attacks. For this purpose, we assume the time
synchronization among the entities in the network.

In the proposed network model shown in Fig. |1} there are
several 1S;s, AS;s and DSjs in the IoT environment. A
trusted authority first selects a leading I.S; among all ISs,
a leading AS; among ASSs and also a leading D.S), among
DSs. To manage the security associations (SAs) among the
servers, during the bootstrapping time using the Internet Key
Exchange Protocol Version 2 (IKEv2) protocol [37] all the
leading 1S5;, AS; and DS}, will establish a secret key K
among them. To establish K among them, they will use
the three-party station-to-station Diffie-Hellman key exchange
protocol [38]]. After that the key K is shared among all IS's
by the leading I'S; using a pre-shared secret among them. In a
similar fashion, the key K is also shared among all ASs and
DSs by their respective leading AS; and DS),. Note that the
key K, has the most important role in the proposed scheme
for security bootstrapping among the protocol entities because
all the communication among the I.S;s, AS;s and DSjs are
securely performed using K only. In addition, the key K
is also useful during the product and session key agreement
phase.

The notations listed in Table [[| are used in the scheme.

A. Product registration phase

Each medicine’s dosage forms has a NFC tag, which
contains all product related information. To check the authen-
ticity of the product, the manufacturing organization needs to
register it to the information server (IS;). Then IS; shares
this information with the database server (DS}) and the only
required information for authentication with the authentication
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TABLE I
NOTATIONS USED IN OUR SCHEME

Symbol  Description

IS; Information server

AS; Authentication server

DS, Record server

MU NFC enabled mobile device user
IDg Identity of server AS;

K Shared 1024-bit secret key among I.S;, AS; and DS},

h(-) Collision-resistant one-way hash function
Th,T3 Current timestamps generated by MU

Ty Current timestamp generated by AS);

Ry Random number generated by MU

R Random number generated by AS);

AT Maximum transmission delay

SK Session key between MU and AS;

P, || Bitwise XOR and concatenation operations

server (AS;). DSy stores all the screened records which
can be further used in the future authentication. The user
(customer/patient) has a NFC enabled mobile device, which
acts as the interface between AS; and the NFC tag. The mobile
device of user (MU) reads the information stored in the NFC
tag, and then sends it to AS; to check authenticity of the
medicines packages.

The steps of product registration between the NFC tag and
IS; are given below:

Step RGI1. Initially, the authorized mobile device user
(MU) at the manufacturing organization sends the EPC
stored in the NFC tag to I.S; via a secure channel. Note that
EPC is also shared with AS;.

Step RG2. After receiving FPC' securely, 1.5; computes
A = Ex (EPC), B = h(K,|| IDs|| SN|| PRTS), where
SN is serial number given in EPC, ID; is identity of AS;,
PRTS is the product registration timestamp, and K is the
shared secret key among 15;, AS; and DS, Then, 1.5; sends
the registration reply message (A, B, h(:)) to MU via secure
channel, which further stores (A4, B, h(-)) in the NFC tag’s
memory. 1.5; also sends the message (A, B, h(-)) securely to
AS;. Finally, AS; stores (A, B, h(-), IDs, K,) in its database.

B. Product authentication and session key agreement phase

Suppose a mobile device user (a customer, i.e., a patient)
MU wants to buy medicines. MU uses his/her mobile device
to read the information (A, B,h(:)) available in the NFC
tag of dosage form, and then the mobile device generates
an authentication request message and sends it to AS; via
a public channel. After successful authentication between
NFCqe/MU and AS;, both MU and AS; agree on a
common session key. Note that the authorized intermediate
vendors can also follow the same process for the dosage form
authentication. We need the following steps to execute this
phase:

Step PAKA1. MU generates the current timestamp 77 and
a random nonce R;, and then computes C' = h(A||B||T})
@R, . After that MU sends the authentication request message
MSG, = (A,C,T1) to AS; via public channel.

Step PAKA2. Let the message M SG; = (A,C,T1) be
received at time 77 by AS;. The first task of AS; is to

check the validity of received timestamp 77, which is done
by verifying the condition |77 — 75| < AT. If timestamp is
valid, AS; decrypts A to retrieve EPC as EPC’' = Dy, (A)
by using shared secret key K. It then computes B’ = h(K||
ID, ||SN’), where SN’ is serial number of the decrypted
EPC. AS; further checks if B’ = B. If the condition holds,
the product is valid and MU is also authenticated by AS;.
Otherwise, AS; sends a acknowledgment message to MU
that the medicine is counterfeited. AS; also sends its response
(whether medicine’s dosage forms is real/fake) to DSy via
securely encrypted using the shared key K.

Step PAKA3. AS; computes R1 = C& h(A|| B'|| T1).
Then, AS; generates the current timestamp 75 and a random
nonce Ry, and calculates D = h(A|| B'|| T1|| T»|| IDs) ®Rs,
E =1D:® h(R, ||A ||B’). Further, AS; computes the session
key SK = h(ID, ||B' [|Ry ||Rz |[Ty ||T2), G = h(SK]|
T2) @ OC and SKV = h(SK]|| T»|| Ri|| Re|| OC), where
OC is the object class containing in the decrypted EPC. AS;
then sends the authentication reply message M SG2 = (D, E,
G, SKV, T,) to MU via public channel.

Step PAKA4. Upon receiving M SG2 = (D, E, G, SKV,
T), MU validates T3 by checking the condition |15 — 15| <
AT. If it is valid, MU computes ID, = E® h(R; ||A
[|B) and Ry, = D@ h(A|| B|| Th|| T ||ID.). It further
computes session key SK’' = h(ID’, ||B ||R1 || R ||T1 ||T2),
OC'" = G @ h(SK'||Tz) and SKV' = h(SK'|| T> ||R1
[|RS ||OC"). MU then checks the condition SK'V' = SKV.
If it holds, AS; is authenticated by MU and also MU
displays the user which class OC" of the medicine he/she is
authenticating with AS;. After that the computed session key
SK (= SK') is stored at both sides MU and AS; for future
secure communication.

The summary of this phase is provided in Fig.

NFC tag (NFCp,y)/ mobile device (MU)
Generate current timestamp 77,

random number R;.

Compute C = h(A||B||T1) ® R;.

MSG, = (A,C.TY)

(via a public channel)

Authentication server (AS})

Check if [Ty — T5| < AT?

If so, retrieve EPC’ = D (A).
Compute B’ = h(IK,||ID;||SN").
Check if B’ = B?

If so, product is valid

and MU is authenticated by AS;.
Generate current timestamp 75,
random number Rj.

Compute Ry = C @ h(A||B'||T}),
D = h(A||B||T3|| || IDy) & R,
E =1ID, & h(R,||A||B"),

session key SK = h(ID;||B'||
Ri[|Ro||T|T2),

G = h(SK|| T») ® OC

SKV = h(SK||T2||R1||R2||OC).
MSGy = (D,E,G,SKV,Ty)

(via a public channel)

Check if |T> — T5| < AT?
If so, compute D’ = E & h(R:||A||B),
Ry = Do h(A|| B|| Ta|| T2 |[IDy).
Computes session key SK' = h(ID/,
[|B]| BR[| Ry T1[| T),
OC’" = G @ h(SK'||T>)
SKV' = h(SK'||Ty|| Ry | R4/ [OC").
Check if SKV' = SKV?
If so, the product is authenticated by user,
and informs user about object class
OC of the genuine medicine.

Both MU and AS; share the same session key SK (= SK’).

Fig. 4. Product authentication and session key agreement phase

Remark 1. To provide the strong replay attack protection, the
techniques in [39], [40|] are adopted along with the timestamp.
AS; can store the tuple (EPC, B, Ti) in its database.
Next time, when ASj receives another authentication request
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message, say MSG = (A', C', TY}), it verifies the timeliness
of T1. If it is valid, AS; continues to decrypt A’ using K
to retrieve EPC" = Dy (A’). AS; further calculates B’ =
h(Ks ||IDs ||SN'), where SN' is the serial number of the
extracted EPC', and checks if B© = B and T{ = T}
hold simultaneously. If these hold simultaneously, M SG’ is
obviously a replay message. On the other hand, AS; treats
MSGY as a fresh authentication request message and replaces
(EPC, B, Ty) with (EPC’, B', T}) in its database.

Remark 2. Consider the following threat associated with
the NFC applications. Suppose the information (A, B, h())
stored in the NFC tag (on the bottle of the genuine medicine)
is read and then written to the other NFC tag (on the bottle of
potassium cyanide) by an attacker A. In such a scenario, in
Step PAKA4, the MU computes session key SK' = h(ID, ||B
[|R1 || R, ||T1 ||T2), the object class of the EPC as OC' =
G @ h(SK'||Ty) and SKV' = h(SK'|| T ||R: || R} ||OC").
Though the condition SKV' = SKYV is satisfied, the MU
displays the user which class OC' of the medicine he/she is
authenticating with ASj. Thus, the user will be able to know
whether the medicine is genuine or fake or which medicine the
user wants to purchase with the help of the OC containing in
the EPC of the medicine package’s NFC tag.

C. NFC tag update phase

To overcome NFC tag cloning, we provide an important
feature in our scheme in which after each successful product
authentication, AS; can update the information £EPC avail-
able in the NFC tag by using secure session key established
between MU and AS;. Note that this phase is basically per-
formed by the authorized intermediate vendors. The following
steps are performed in this update process:

Step TU1. AS; chooses a new EPC, say EPC)., and
generates the current timestamp 73. AS; computes A’ =
Ex, (EPChew), B' = h(Ks|| IDs|| SNpew), where SN, e,
is the new serial number present in £ PC),,,. Furthermore,
AS; computes F = Egg(A’, B, Ts) using the already
established session key SK. AS; then sends the update request
MSGs = (F) to MU at the intermediate vendor’s site via
open channel.

Step TU2. Upon receiving MSGs = (F), MU first
decrypts F' using the already established session key SK’
(= SK) during the product authentication & session key
agreement phase to retrieve A, B and T3 as (A', B', T}) =
Dgg (F). If the validity of the decrypted timestamp 7% holds,
that is, |75 — 75| < AT holds, where T4 is the time when
MU received the message M SG3, MU updates (A, B) with
(A’, B’) in the NFC tag, respectively.

Step TU3. Finally, AS; updates (A, B) with (A’, B") in its
database.

V. SECURITY ANALYSIS

This section analyzes the security of our scheme.

A. Security analysis using Real-Or-Random model

We apply the Real-Or-Random (ROR) model [41]], [42] for
our formal security analysis. Two entities are involved in the

7

product authentication & session key agreement phase: NFC
enabled mobile device MU and authentication server AS;.

Participants. Assume that /NS¢ and INSj; are the
instances ¢ and r of AS; and MU, respectively. I NS’ g, and
IN S} are called the oracles.

Accept state. Upon receiving last expected protocol mes-
sage, if an instance TN S’ goes to an accept state, INS® is
said to be in accepted state. The session identification (sid)
is formed by the ordered concatenation of all communicated
messages by INS?.

Partnering. Two instances INS7,;; of MU and IN S},
of AS; are known to be partnered if the three simultaneous
conditions between them are fulfilled: 1) both are in accepted
state, (2) both mutually authenticate each other and share the
same sid and 3) they are mutual partners of each other.

Freshness. We say INS}q or INSj; is fresh, if the
session key SK is not revealed to an attacker, say .4 using
the reveal query RV L(INS*) given below.

Adversary. An adversary A will have full control over
all communications. In addition, .4 can access the following
queries:

EXE(INS*, INS"): In order to obtain the messages ex-
changed between two honest participants in the network, A
can apply this query. It can be modeled as an eavesdropping
attack.

RV L(INS?): This query reveals the current session key
SK generated by INS? (and its partner) to an adversary A.

SND(INS* msg): It is modeled as an active attack. A
can send a message msg to a participant instance N S!. In
reply, a response message is received by A.

TST(INS"): This corresponds to the semantic security of
the session key SK between MU and AS;, which follows
the indistinguishability in the ROR model [41]. In this case,
before the game starts, an unbiased coin b is tossed, and
then A retains the result as secret to take decision about the
output of this query. If A executes T'ST(INS?) query and
the established SK is fresh, INS? will return SK if b = 1.
Otherwise, it returns a random number in the same domain
when b = 0. On the other hand, it produces null result ().

Semantic security of the session key. In this security,
the challenge of an adversary A is to differentiate the real
session key SK from a random key. .4 can query many 7'ST
queries to either IN SZ}Sj and INS},;. The outcome result
of T'ST query needs to be consistent with respect to b. After
the experiment is over, A returns a guessed bit &’. A wins the
game when the condition b’ = b is met. Let SUCC' be the
event where A wins the game. The advantage of A to break the
semantic security of the proposed authenticated key agreement
(AKE) scheme, say P is then AdvAXF = |2.Pr[SUCC|—1]|.
P is secure in the ROR sense, if AdvakP < ¢, for any
sufficiently small ) > 0.

Random oracle. A one-way hash function h(-) is available
to all the participants including .A. We model h(-) as a random
oracle, say Hash oracle as in [42].

Theorem 1. Let A be an attacker that run in the poly-
nomial time t against our proposed scheme P in the
ROR model. Then, the probability of breaking the session-
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key security (SK-security) of P by A is AdvAKE <
¢t /|Hash| 4+ 2AdviNP=CPAD), where Advéj\g% CPA(Z)
JAdv éNA?E CPA(D), qh, Hash| and  are the advantage of A
of breaklng the IND-CPA secure symmetric cipher §) (provided
in Definition [2), the number of Hash queries, the range

space of the hash function h(-) and the security parameter,

respectively, and AdviNP~CPA(l) = Adv éj\g% CPA) or
Adugip T D).

Proof. We have four different games Game; (i = 0,1,2,3).
Let E.S; be an event wherein 4 can successfully guess the bit b
in Game; and also win the game. We start with Game, where
the real attack against our protocol is considered, and then end
with Games, where A has negligible advantage in breaking
the SK-security of P. The proof contains the following games:

Gamey: In this game, the bit b is selected at the beginning
of Gameg. Therefore, by definition,

Advp®F = |2.Pr[ESo] — 1. (1)

Gamey: We transfer Gameg into Game; by adding sim-
ulation of A’s eavesdropping attacks, where A can make
EXE(INS!, INS") query. At the end of the game, A
can make the T'ST query. A needs to take decision if
the result of the T'ST oracle is SK or a random num-
ber. Note that SK is computed by AS; as SK =
h(IDy||B'||R1||R2||T1||T2), which is computed by MU as
SK' = h(ID.||B||R:1||R5||T1||T2), where SK = SK'.
Computation of SK(= SK') requires the permanent secrets
ID;, K and B = h(K|| IDs|| SN) and temporary secrets
Ry and R,. Without these secrets, A can not compute SK
(= SK’). 1t is then clear that .4’s winning probability of the
game is not increased by eavesdropping of messages. In other
words, Gamey is equivalent to Game;, and we have,

P’I”[ES()] = PT[ESl] (2)

Games: Game; is transferred into Games using the sim-
ulation of the SIND and Hash oracles, which is modeled
an active attack. 4 then decides if a party accepts a fake
or modified message. A is allowed to many Hash queries
to check whether any collision occurs or not. The messages
MSG1 = <A, C, T1> and MSG2 = <D, E, G, SK‘/, T2>
involve the permanent secrets I D, K and B = h(K|| I D,
SN), temporary secrets Ry and R» and current timestamps 77,
T and T3. Note that Ry and Rs are random numbers. Hence,
there will be no collision even if A make the SND query.
With the results from the birthday paradox [43]], it follows
that

|Pr[ES,] — Pr[ESs]| < ¢2/(2.|Hashl). (3)

Gameg: Finally, this game models also an attack which is
transformed from Games. In this case, A needs to calculate
SK (= SK'), which uses ID;, B, Ry, Ry, Ty and T5 from
the eavesdropping messages M .SG; and M SG2. To compute
B, A needs the secret key K, 1D, and the serial number SN
in EPC. To know SN, A needs to decrypt A = Ex_(EPC)
using the key K, which is unknown to 4. Therefore, we have

|Pr[ESs] — PrlES;]| < AdvlNP=CFA(1). (4)

8

Note that all the established session keys between MU and
AS; are random and independent. Hence, no information
about b is leaked to A. As a result, we have

Pr(ES;] = 1/2. 5)
From Equation (I)), we have
1 1
§.Adv£KE = [Pr{ESo] - 5. (6)
Using the triangular inequality, we have
|Pr[ESi]| — Pr[ESs])| < |Pr|ESi]|— Pr[ESs]| +
|P7"[ESQ] - PT[ESJH
2
_ 9 IND-CPA
Ad l
2.|Hash| + Advg .
(7
Using Equations (), () and (7), we have
1 a IND-CPA
Pr[ESy] — = ——I 4+ Ad 1). (8

Finally, from Equations (6) and (8], we obtain:
Advp®E < @2 /|Hash| + 2Adv[NP~CPA().

B. Informal security analysis

1) Replay attack: This attack occurs when an attacker tries
to be a legitimate user by using the previously eavesdropped
information. An attacker can then record the exchanged
messages and further retransmit them. From Remark [T} it
follows that the proposed scheme provides strong replay attack
protection against an attacker.

2) Man-in-the-middle attack: Suppose an adversary A in-
tercepts the authentication request M SGy = (A, C, T1) and
tries to create a valid message M SG} = (A, C’, T}), where
T/ and R} are the current timestamp and random nonce,
respectively, generated by A, A’ = A, C' = h(A|| B|| T})
®R]. To modify C to C’, A needs B, where B = h(K|
ID; ||SN)and A = Ex_(EPC). To calculate B, A needs the
secret key K, I D, and serial number SN of EPC, which are
unknown to A. Therefore, A can not modify M SG; = (A, C,
T1). In a similar way, A can not also modify the authentication
response message M SGs = (D, E, G, SKV, T3). Therefore,
the man-in-the-middle attack from both sides MU and AS;
is not possible on our scheme.

3) Protection against tag cloning: To make a clone of NFC
tag, its serial number SN (which is inside EPC) is required.
The NFC tag stores only the information {A, B, h(-)} in its
memory. The values of A and B are A = Ex (EPC) and
B = h(K,|| IDs ||SN), respectively, where K is a shared
key among the different servers only known to them and 1Dy
is the authentication server’s 1D only known to itself. To
decrypt A = Ex (EPC), the shared key K, is required,
which is not known to the attacker. However, the collision
resistance property of h(-) puts it very difficult to obtain
K, IDg and SN from B. Therefore, our protocol provides
protection against the NFC tag cloning.
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4) Session key security: During the product authentication
& session key agreement phase, AS; sends MSGy = (D,
E, G, SKV, Ty) to MU, where D = h(A|| B'|| T1|| Tz||
ID,)® Ry, E = ID,® h(R:|| A|| B'), G = h(SK|| T2) ©
OC and SKV = h(SK]|| Tz|| Ri|| Rz|| OC). Suppose an
adversary A generates timestamps 77, T4, and random nonces
R} and R). Further, A tries to compute D’ = h(A'|| B'|| T}
|Ty ||IIDs) ® Ry, E' = IDs® h(Ry|| A'|| B') and G’ =
h(SK'|| T}) ® OC. Without knowledge of A’, B’, OC and
1Dy, the computation of D', E/ and G’ are infeasible. Also the
collision resistance property of h(-) puts it also very difficult
to obtain SK’ from SKV’. Therefore, our protocol provides
session key security.

5) User impersonation attack: A valid MU sends product
authentication message M SG1 = (A, C, T1) to AS;. Suppose
an adversary A tries to impersonate as MU by creating
another valid message, say M SG} = (A’, C’, T|) and then
sending it to AS; instead of M SG;. To perform this attack, A
requires A’ = Ex_(EPC"), C' = h(A'|| B'|| T{)® R}, where
B’ = h(K||IDs||SN'), and T{ and R} are the timestamp
and random number selected by A. A can not impersonate as
MU because he/she can not compute A’ without knowing the
shared key K, which is only known to the servers. A also
tries to compute C’ = h(A'||B’||T]) @R} . The computation of
C' is computationally hard because of the collision resistance
property of h(-) as SN, K, and 1D are embedded into B.
So, A can not send M SG| = (A’, C’, T{) on behalf of MU.
Thus, this attack is eliminated in our scheme.

6) Server impersonation attack: A legitimate AS; sends
product authentication reply message MSG,; = (D, E,
G, SKV, T;) to MU. Suppose an adversary A tries to
impersonate as AS; by creating another valid message, say
MSG, = (D', E', G', SKV', T}) and then sending it to
MU instead of MSG2, where R, and T, are the random
number and timestamp chosen by A. In order to perform AS;
impersonation attack, A requires to compute D’, E’, G’ and
SKV'. However, A can not impersonation as AS; because
he/she can not compute D', E’ and G’ without knowing A’,
B’, ID; and OC. Furthermore, to compute SKV' = h(SK'||
T5|| Ri|| Ry ||OC), A requires SK. Thus, without knowing
SK’, he/she can not compute SKV’. So, A can not send
authentication reply message M SG, = (D', E', G', SKV’,
Ty) to MU on behalf of AS;. This indicates that server
impersonation attack is also eliminated.

7) Mutual authentication: During the product authentica-
tion and session key agreement phase, the MU sends the
authentication request message MSG, = (A,C,T1) to AS;
via public channel. After receiving this message, the AS; first
checks the validity of the received timestamp 73 and if it is
valid, it retrieves EPC as EPC’ = D _(A) by using shared
secret key K. It then computes B’ = h(K|| IDy ||SN') and
checks if B’ = B. If the condition holds, the product is valid
and the product (MU) is authenticated by AS;. After that
AS; sends the authentication reply message MSG2 = (D,
E, G, SKV, T5) to MU via public channel. After checking
the validity of the received timestamp 7> in the message,
the MU calculates ID, = E® h(Ry ||A ||B), Ry, = D®
h(A|| B|| Ti|| Tz ||IDY), the session key SK’' = h(ID., ||B

9

1Ry [|Ry || [|T2), OC" = G & h(SK'||T2) and SKV' =
h(SK'|| T» ||Ry ||RS ||OC"). MU then verifies the condition
SKV' = SKV. If it holds, AS; is authenticated by MU
and informs the user about object class OC of the genuine
medicine. Only after the mutual authentication between MU
and ASj, the session key SK (= SK’) is stored by both MU
and AS; for their future secure communications. As a result,
the proposed scheme provides secure mutual authentication
between MU and AS;.

VI. SIMULATION FOR FORMAL SECURITY VERIFICATION
USING AVISPA TOOL

We simulate the proposed scheme for the formal security
verification using the broadly-accepted AVISPA tool [44], [45],
[46]. The AVISPA tool only detects if a security protocol is
secure against the replay and man-in-the-middle attacks.

A designed security protocol needs to be first implemented
using the role-based High Level Protocol Specification Lan-
guage (HLPSL) of AVISPA tool. The HLPSL is then translated
into intermediate form (IF) with the help of the HLPSL2IF
translator. The IF is fed into one of four back ends supported
by the AVISPA tool. These backends are 1) On-the-fly Model-
Checker (OFMC), 2) Constraint-Logic-based Attack Searcher
(CL-AtSe), 3) SAT-based Model-Checker (SATMC), and 4)
Tree Automata based on Automatic Approximations for the
Analysis of Security Protocols (TA4SP). These backends fi-
nally produce the output format (OF), which tells whether the
tested protocol is safe or unsafe against replay and man-in-
the-middle attacks. The detailed description of these backends
along with the specification of HLPSL and AVISPA tool can
be found in [44], [45], [46l, [47], [48].

The roles for the product registration, product authentication
& session key agreement, and NFC update phases of the pro-
posed scheme are implemented in HLPSL. Apart from these
basic roles, two mandatory roles: session and environment
need to be implemented in HLPSL.

The proposed scheme is tested using the widely-used OFMC
and CL-AtSe backends. The executability check on non-
trivial HLPSL specification, replay attack check and Dolev-
Yao model check are verified in our scheme. The detailed
descriptions of these verifications are given in [45], [46]. The
simulated results using the OFMC and CL-AtSe backends
given in Fig. [j] clearly indicate that the replay and man-in-
the-middle attacks are protected by the proposed scheme.

VII. COMPARATIVE STUDY

This section compares the performance of our scheme with
existing schemes of Chien-Chen [27], Chen et al. [15], Rau-
Hsiao [26] for computation and communication overheads for
the product authentication & session key agreement and NFC
update phases. The functionality features of these schemes and
our scheme are also compared. The product registration is only
needed for one-time. Due to this, we have ignored it in the
comparative study. We have included the NFC update phase
in the comparative study as it happens after each successful
authentication.
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% OFMC

SUMMARY
% Version of 2006/02/13 SAFE
SUMMARY DETAILS
SAFE BOUNDED_NUMBER_OF_SESSIONS
DETAILS TYPED_MODEL
BOUNDED_NUMBER_OF_SESSIONS PROTOCOL
PROTOCOL C:\progra~\SPAN\testsuite\results

C:\progra~1\SPAN\testsuite\results \auth_anticounterfeiting.if

\auth_anticounterfeiting.if GOAL
GOAL As Specified
as_specified BACKEND

BACKEND CL-AtSe
OFMC

COMMENTS STATISTICS

STATISTICS

parseTime: 0.00s
searchTime: 23.95s
visitedNodes: 6653 nodes
depth: 15 plies

Analysed : 325 states
Reachable : 325 states
Translation: 0.13 seconds
Computation: 76.69 seconds

Fig. 5. Simulation results using OFMC and CL-AtSe backends

A. Computation cost comparison

Table [[I| compares the computation cost of our scheme with
existing schemes [15], [26], [27]. We have used the follow-
ing notations: Tprna, Th, TrEnc/Tppec, Tsenc/Tspec
denote computational time for a pseudo random number gen-
erator, a cryptographic one-way hash function A(-), a public-
key encryption/decryption (if we apply RSA algorithm) and a
symmetric encryption/decryption (for example, if AES algo-
rithm is used). Since the bitwise XOR operation is negligible,
it is neglected. It is well-known that Tppnc/TppEc is much
higher than that for 7}, Tprng, and TSENC/TSDEC- The
results reported in Table [[I] depict that computation time of our
scheme is less than the scheme of Chen er al. [[15]. Though
our scheme takes more computation time than the schemes of
Chien-Chen [27] and Rau-Hsiao [26]], it is justified since more
functionality features are supported in the proposed scheme as
compared to those for their schemes.

TABLE I
COMPUTATION COST: A COMPARATIVE ANALYSIS

Scheme
Chien-Chen [27]]
Chen et al. [15]
Rau-Hsiao [26]
Our

Computation cost

4T, + 4TprNG

197w + 25TpeNc/TPDEC
3T, + 6TpPrNG

14Ty, + 4Tsenc/TspEc

B. Communication cost comparison

The comparison of the communication costs among our
scheme and other schemes [15], [26], [27] is given in Table
EPC is of length 96 bits (as shown in Fig. [3). It is
known that the security of 160-bit elliptic curve cryptography
is equivalent to that for 1024-bit RSA security [49]. We
further assume that the random number, timestamp, symmetric
encryption/decryption using AES algorithm, hash digest using
SHA-1 [50] are 128 bits, 32 bits, 128 bits and 160 bits.
The communication costs for the schemes of Chien-Chen
[27], Chen et al. [15], Rau-Hsiao [26] and our scheme are
640, 12288, 800 and 1216 bits, respectively. The proposed
scheme uses two messages in the product authentication &
key agreement phase: M SG; = (A,C,T1) and MSGy =
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(D,E,G,SKV,T,), which take 320 and 672 bits, respec-
tively. In the NFC update phase, the message M SG3 =(F)
needs ([128£1004327] 5 128) = 384 bits. As a result, the total
communication cost in our scheme during these phases is
(320 + 672 4 384) = 1376 bits. The results given in Table
depict that the communication cost of our scheme is less
than Chen et al.’s scheme [[15]]. Though our scheme takes more
communication time than the schemes of Chien-Chen [27]] and
Rau-Hsiao [26], it is also justified since more functionality
features are supported in the proposed scheme as compared to
those for their schemes.

TABLE III
COMMUNICATION COST: A COMPARATIVE ANALYSIS

Scheme No. of bits  No. of messages

Chien-Chen [27] 640 2

Chen et al. [15] 12,288 6

Rau-Hsiao [26] 800 2

Our 1376 3
TABLE IV

FUNCTIONALITY FEATURES: A COMPARATIVE ANALYSIS

Functionality ~ [27] [15] [26] Our
feature

AFy X X X v
AF, v v v v
AF3 v v v v
AFy X X X v
AF5 v v v v
AFg v v v v
AF 7 X ve X ve
AFy X X X v

Note: AF; : strong replay attack protection; AF5> : man-in-the-middle
attack protection; AF3 : protection against RFID/NFC tag cloning;
AF; : efficient RFID/NFC update phase; AF5 : protection against
user (MU) impersonation attack; AFg : protection against server
(AS;) impersonation attack; AF; : session key security; AFgs :
provides security under ROR model.

v': a scheme is secure or it supports that feature; x: a scheme is
insecure or it does not support that feature.

C. Functionality features comparison

Finally, from Table it is noted that Chien-Chen [27],
Chen et al. [[15] and Rau-Hsiao [26] do not provide protection
against strong replay attack. Our schemes uses timestamps
along with random nonces at both MU and AS;. So, our
scheme provides protection against strong replay attack. The
schemes of Chien et al. [27], Chen et al. [[15] and Rau-Hsiao
[26] do not support RFID/NFC update phase, whereas our
scheme is capable to update the RFID/NFC after each suc-
cessful authentication. The schemes of Chien-Chen [27] and
Rau-Hsiao [26] do not provide session key security, whereas
our scheme provides this feature. All other schemes except
our scheme do not provide formal security under the broadly-
accepted ROR model. In summary, our scheme provides better
security and functionality features as compared to other related
existing schemes.

2327-4662 (c) 2016 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/JI0T.2017.2706752, IEEE Internet of

Things Journal

IEEE INTERNET OF THINGS JOURNAL

VIII. PRACTICAL PERSPECTIVE: NS2 SIMULATION STUDY

In this section, we have simulated the proposed scheme for
various network parameters using the broadly-accepted NS2
2.35 simulator [51]].

A. Simulation parameters

The proposed scheme is simulated on a Ubuntu 14.04 LTS
platform using the NS2 2.35 simulator [S1]. Various network
parameters used in the simulation are listed in Table [V| The
network is simulated for 1800 seconds (i.e., 30 minutes).
The following network scenarios are considered during the
simulation:

o Scenario I: It consists of 10 MUs and 10 AS}s.
e Scenario 2: It consists of 20 MUs and 10 ASjs.
o Scenario 3: It consists of 30 MUs and 10 AS;s.

In each scenario, we have three product authentication and
NFC tag update messages, which are M SG, = {A, C, T1}
(from MU to AS;), MSGy ={D, E, G, SKV, T5} (from
AS; to MU) and MSG3 = {F'} (from AS; to MU), which
are of sizes 320 bits, 672 bits and 384 bits, respectively.

TABLE V
PARAMETERS USED IN SIMULATION
Parameter Description
Platform Ubuntu 14.04 LTS
Tool used NS2 2.35

Number of AS;
Number of MU

10 (for scenarios 1, 2, 3)
10 (for Scenario 1)

20 (for Scenario 2)

30 (for Scenario 3)
1800 seconds

500J

Simulation time
Initial energy e; at each AS;

B. Analysis of simulation results

The values of throughput (in bps), energy consumption
(mW), packet delivery ratio and load (in bps) are calculated
and analyzed during the simulation for all three scenarios.

— %\ 70 .

. scenario | = £ ¢ scenarios vs energy —+—
[ scenario 2 c
i scenario 3 WeG— S 50
= g 4
s 3
=) 2 30
S 8 20
= & 0

S 0

1 2 3
scenarios

Fig. 6. (a) Throughput (in bps) (b) Energy consumption (mW)

1) Impact on throughput: Throughput is a network param-
eter which is calculated as the number of bits transmitted per
unit time. Thus, throughput can be formulated as %’;p“
where T, is total time (in seconds), n,y: the bit size of a
packet, and n, the total number of received packets. Through-
put (in bps) of the proposed scheme under different network
scenarios is provided in Fig. The throughput values

are 91.82, 183.38 and 270.40 bps for scenarios 1, 2 and 3,
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respectively. Throughput increases with increment in number
of MUs, because more number of MUs interact with the
authentication server. Thus, it further increases the number of
exchanged messages, and as a result, throughput becomes high
from scenarios 1 to 2, and also from scenarios 2 to 3.

2) Impact on energy consumption: Finally, we have simu-
lated energy consumption (E.,y) at authentication server AS;.
FE.on is calculated as E.,,, = %:T, where Ty is total time (in
seconds), e; is the initial energy and e,. is the remaining energy
(in Jules) at \S;. In the proposed scheme, we have calculated
the average energy consumption for all authentication servers.
E.,,s (in mW) for different network scenarios are provided
in Fig. [0(b)] Econ values of the proposed scheme are 7.28,
15.56 and 61.13 mW for scenarios 1, 2 and 3, respectively.
The energy consumption increases when the number of M Us
are increased because more number of MUs interact with
the authentication servers. It is expected that the number of
exchanged messages is high in scenarios 2 and 3 that further
increases the energy consumption from scenarios 1 to 2, and
also from scenarios 2 to 3.

3) Impact on packet delivery ratio: Packet delivery ratio
(PDR) for a scheme can be calculated as the ratio of the
total packets sent to the total packets received. PDRs of the
proposed scheme under the considered network scenarios are
provided in Fig. For scenarios 1, 2 and 3, the PDR
values of the proposed scheme are 0.970, 0.968 and 0.953,
respectively. Note that PDR decreases with increment in
MUSs from scenarios 1 to 2, and also from scenarios 2 to
3. As the proposed scheme is lightweight and it uses small
packet size, so PDR decrement is less in the scheme.

400

2 1.4 | scenarios vs pdr —+—— 350 scenario | =
= cenari
h 1.2 300 scenario 2
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T R R — & 250
2 08 = 200
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Fig. 7. (a) Throughput (in bps) (b) Energy consumption (mW) (c) Packet

delivery ratio

4) Impact on load: In the simulation, we have calculated
the load for each authentication server AS;. The load is cal-
culated as w, where T); is total time (in seconds),
ng are the total packets sent, n, are the total packets received,
and npy, is the bit size of packet. In the proposed scheme, the
average load of the total loads for all authentication servers is
calculated. The loads (in bps) for different network scenarios
are provided in Fig. The load values of the proposed
scheme are 74.04, 147.82 and 226.13 bps for scenarios 1,
2 and 3, respectively. The load increases with increment in
MU's as more number of M U's interact with the authentication
server. It is expected that the number of exchanged messages
is high from scenarios 2 and 3, which further increases the
load from scenarios 1 to 2 and also from scenarios 2 to 3.
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IX. CONCLUSION

A new authentication scheme for medicine anti-
counterfeiting system in IoT environment is put forward for
medicine’s dosage forms. The proposed scheme is shown
to be secure against various known attacks. Furthermore,
the formal security verification using the powerful and
broadly used AVIPSA tool shows that the proposed scheme
is secure. Our scheme is comparable in terms of computation
and communication costs, and also provides additional
functionality features as compared to other existing schemes.
In addition, we have implemented the proposed scheme using
the widely-accepted NS2 simulator and the simulation results
demonstrate the practicability of the scheme. Overall, better
trade-off among security, additional functionality features and
efficiency shows that the proposed scheme is appropriate for
the anti-counterfeiting of medicine’s dosage forms.
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